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O History

Revision Date Release Notes Author
04 5.3.2004 Separation of document into two documents Transport-Proto- | K. Hoflich
col/Application-Protocol and Commands/Bitmaps/Error-Mes-
sages

Change Chapter 2.1 Registration:

- Extension of the Config-byte

- Status-byte extended

- In Completion the currency code is also 2 byte

Change Chapter 2.2 Authorisation:

- sequence described in more detail

- payment with manual card-data possible

- Note for Behaviour for failed transfer of the Status-Infor-
mation inserted

- Note for Behaviour for Filling-Station Systems inserted

- Note for Behaviour for incorrect PIN-input inserted

Change Chapter 2.3 Telephonic Authorisation:
- bitmaps inserted

Change Chapter 2.4 pre-authorisation:
- bitmaps inserted

Change Chapter 2.5 Reversal:
- bitmaps inserted
- removed BMP 01, 02, 05

Change Chapter 2.6 Partial-Reversal:
- Removed BMP 19

Change Chapter 2.8 Reversal Pre-Authorisation:
- Note supplemented

Change Chapter 2.10 Refund:
- bitmaps inserted
- Removed BMP 01, 02, 05

Change Chapter 2.15 Receipt repeat:
- Service-byte inserted

Change Chapter 2.16 Read Card:

- if chip should be read but the card has no chip then the
PT can read the magnet-stripe and send to the ECR.

- BMP FC defined in more detail

Change Chapter 2.18 Abort:
- the PT sends no Abort after the confirmation (80-00-00)

Change Chapter 3.1.1 Status-Information after Authorisation,
Reversal, Prepaid:
- BMP 3B is padded with 00h
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Revision Date Release Notes Author

Change Chapter 3.1.3 Status-Information after End-of-Day:
- bitmap Trace-Number inserted

Change Chapter 3.7 Dial-Up:
- Description dial-up data inserted

Change Chapter 3.11 Transparent-Mode:
- error for sequence corrected

New Chapter 7 TLV-container

Change Chapter 8 Error-Messages:
- List extended

Change Chapter 10 Overview of bitmaps:
Behaviour for unknown bitmaps defined

05 22.10.2004 | Intermediate-Status for Basisterminal extended. R. Roos
Additional-data from pre-authorisation removed.

Change Chapter 2.1 Registration: K. Hoéflich
- Definition of the Config-byte improved
- Added note to list of permitted Commands

Change chapter 2.9 Enquire after available Pre-Authorisa- | K. Hoflich
tions:
- BMP 06 inserted

Change chapter 2.19 Log-off: K. Hoflich
- Log-off deactivated TLV-container

Change chapter 3.1.1 Status-Information: K. Hoflich
- TLV-container integrated

- BMP 8A card-type extended
- BMP 06 inserted

Change chapter 3.2 Completion K. Hoflich
- BMP 06 inserted
Change chapter 3.3 Abort K. Hoflich
- BMP 06 inserted
New chapter 3.6 Print Text-Block K. Hoéflich
Change chapter 3.7 Intermediate-Status K. Hoéflich

- BMP 06 inserted

Change chapter 7 TLV-container: K. Hdéflich
- new data-objects defined

Change chapter 8 Error-Messages K. Héflich
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Revision Date Release Notes Author

- error no. 133 inserted

06 21.01.2005 |Change chapter 2.2 Authorisation: K. Héflich
- BMP 22 is padded with 'F' s if even data length

Change chapter 10 description of the BMPs to extend and | R. Roos
complete format-details.

Change chapter 7 TLV-container: K. Hoéflich
- editorial changes and improved explanation of TLV-con-
tainers

07 30.03.2005 | Change chapter 2.37 change Baudrate: K. Hoéflich
- new Baudrate included
Change chapter 6.1 additional-data type 1: K. Hoflich
- the length the goods-data extended to 11
Change chapter 7.4 K. Hoflich
- tag 01, length 8 byte
- Tags added

08 06.06.2005 | Change chapter 2.16 Read Card: K. Hoflich

- error for Description BMP FC corrected
chapter 2.35 OPT-Out-of-Order included K. Hoéflich

Change chapter 3.1.1 Status-Information after Authorisation, | K. Hoflich
Reversal or Prepaid-Top-Up:
- encoding of BMP 3B explained on more detail

Change chapter 7.2.2 Transmission of the TLV-container | K. Hoflich
from PT to the ECR:

- Note regarding validity-duration of the BMP06 added
Change chapter 6.1.3 goods-data information:

- encoding of negative amounts added K. Hoflich
Change chapter 7.4 defined data-objects: K. Hoflich
- tag OF (order-number) inserted

Change chapter 8 Error-Messages K. Hoflich
- error-codes the inserted,

current error-codes definitions improved

Change chapter 9 Terminal-Status K. Hoflich
- status-code 193, remedy actions extended

09 2.12.2005 Change chapter 2.1 Registration: K. Hdéflich
- various changes for the Registration and for Completion
New chapter 2.2.11 Storing the transaction in PT

Change chapter 2.4 pre-authorisation:
- Extension for reservation

- tag 1F06 added

BMP 0B and BMP 3B included
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Revision Date Release Notes Author

Change chapter 2.6 Partial-Reversal:

- Extensions to booking of a reservation
- tag 1F06 added

- BMP 0B and BMP 3B included

Change chapter 2.7 Book Total:

- Extensions to booking of a reservation
- tag 1F06 added

- BMP 0B and BMP 3B included

Change chapter 2.12 Diagnosis:
- Diagnosis type included
- Error correction for Send Date/Time

Change chapter 2.15 Repeat Receipt:
- tag receipt-1D included

Change chapter 2.16 Read Card:
for cards with chip the magnet-stripe data that the PT read
during insertion is sent to the ECR

- Extension BMP19

- Correction of the Sequence for Read Card

Change chapter 2.17 activate card-reader:
- Description of behaviour for error added

Change chapter 2.29 select language :
- language-code &Ar enchfi added

Change chapter 2.30 Software-Update:
- tag order-number added

Newcommand Read Filefd 08 11 (ch
NewcommandDel et e Filen 08 12 (

Change chapter 2.40 change Baudrate (08 40):
- Baudrate 19.200 Baud added

Change chapter 3.5 Print Lines:
- TLV-container added (tag 1F07)

Change chapter 3.6 Print Textblock:
- tag 1F07 added

Change chapter 3.7 Intermediate-Status Information:
- new Intermediate Status included

New chapter 3.13 Menu-Request

Change chapter 7.4 Defined data-objects:
- new Tags defined; u.a. Extensions for EMVV2000
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Revision

Date

Release Notes

Author

Change chapter 8 error- codes:
- error for error- code 221 and 222 corrected

Change chapter 9 Terminal-Status:
- Status E3 Shutter Closed added
- Remedial measures for Status 178 added

New chapter 10 list of ZVT-card-type-IDs

Change chapter 10 list of ZVT-card-type-IDs:

- ZVT-card-type-ID 30 is only meant for Geldkarte, ec-cash
Chip counts as ec-card

HEM-card added

10

24.01.2006

Change chapter 10 list of ZVT-card-type-IDs:
- 2 cards (Dankort and VISA/Dankort) added

K. Hoflich

11

15.03.2007

Change chapter 3.1.1 Status-Information after Authorisation,
Reversal, Pre-Authorisation/Reservation or Prepaid-Top-Up:
- Note for BMP 22, 3B, 92, BA, AF, 88 and 92 added

Change chapter 2.2 Authorisation:

- BMP 2D, 23, 24 now sent without Start/End sentinel

- BMP 3A added

- For Bonus transactions is the inclusion of the Amounts
optional.

New chapter 2.3 Account Balance Request
New chapter 2.4 Book Tip

Change chapter 2.5 Telephonic Authorisation:
- BMP 3B corrected

- BMP 3A added

Change chapter 2.6 Pre-Authorisation/Reservation:
- Extensions for BMP 0B and 3B

Change chapter 2.7 Partial-Reversal of a Pre-Authorisa-
tion/Booking of a Reservation:
- BMP 3B added

Change chapter 2.9 Book Total:
- Extension for BMP 0B and 3B

Change chapter 2.12 Refund:
- Amount is for Bonus-transactions optional

Change chapter 2.25 Display Text with Function-Key Input:
- key-codes added

Change chapter 2.26 Display Text with Function-Key input
(old Version):
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Revision

Date

Release Notes

Author

- key-codes added

Change chapter 3.2 Completion:
- Parameter for command termination extended

Change chapter 7.4.3 Tags:
- tag 1FOC auto-registration added
- tag C1 possible value added

Change chapter 10. list of ZVT-card-type-ID:
- Mango-card inserted
- Payback-card inserted

English translation

K. Hoflich

R. Roos

K. Hoflich

R. Roos

S. Atherton

12

6.7.2007

18.10.2007

New chapter 2.4 Activate Card (06 04)

Changes chapter 2.13 Refund (06 31):
- value '47 4C' added

Changes chapter 2.44 Top-Up Prepaid Cards (06 09):
- payment type 03 added

Changes chapter 3.1 Status Information (04 OF):
- extended BMP 8A and BMP 8C

Changes chapter 7.4 Tags:

- Tag 41 note added

- Tag 49 added

- Tag C1 optional value added

Changes chapter 10. List of ZVT Card-type IDs:
various cards added

Changes chapter 2.24 and 2.25 Display Text (06 EO and 06

85)

- Note can be ended prematurely using command A b o
(06 BO)

Changes chapter 2.26 and 2.27 Display Text with Function

Key Input (06 E1 and 06 88)

- Note can be ended prematurely using command A\ b o
(06 BO)

Changes chapter 2.28 and 2.29 Display Text with Numerical

Input (06 E2 und 06 86)

- Note can be ended prematurely using command A\ b o
(06 BO)

Changes chapter 2.30 und 2.31 PIN-checking for Customer

cards (06 E3 und 06 87)

- Note can be ended prematurely using command A\ b o
(06 BO)

K. Hoflich

T. Lilienthal
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Revision

Date

Release Notes

Author

06.11.2007

14.02.2008

07.03.2008

Changes chapter 3.1.1 Status Information after Authorisation
- Extension of BMP 19 (payment type)

Changes chapter 7.4 defined data-objects and
7.4.6 for Prepaid (TLV Container).
- Tag 83 added

New chapter 3.14 Blocked-List Query to ECR (06 E4)

Changes chapter 8 Error Messages
- Error code 6E (card in blocked-list) added

Changes chapter 2.1 Registration (06 00)
- TLV-Tag 26 added to Completion command.

Changes chapter 2.21 command Abort (06 BO)
- Note how and where this command can be used

New chapter 2.45 Print Line on PT.
New chapter 2.46 Print Text-Block on PT.

Changes chapter 3.6 Print Text-Block (06 D3)
- Note APrBilmickTeont PTO added

Changes chapter 7.4 defined data-objects and
7.4.1 Miscellaneous (TLV Container).
- Tag 1FOD added

Changes chapter 2.21 Abort command (06 BO)
- Note how and where this command can be used

Changes chapter 7.4.1 Miscellaneous
Following tags added

- IFOEAl at e i

- IFOFA i me fi

- 1F10 "cardholder authentication”

- 1F11 "online flag"

- 1F12 "card-technology"”

- 2EAime-st amp f

- 2F "payment-type"

Changes chapter 7.4.4 for EMV (debit/credit and DC POS)
Header extendedwithA ebi t / credit and
- Tag 40 extended

- Tag 46 and 47: note added to tag 66.

-64Recei pt Headerid added
-65Receipt Advertising Text
-66Rrint Data Customer Recei
- 67 Arint Data MerchantRecei pt A added
-68MPrint Text Transaction Ou
69/Reference Transactionfi add

T. Lilienthal

T. Lilienthal

T. Lilienthal
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Revision

Date

Release Notes

Author

Changes chapter 10 List of ZVT Card-type IDs
NewCardtypeIDAS girocardh

- New Card-type I DA EAPSH

- New Card-typeIDA girocard deutsc

- New Card-typeIDA 1 VI SA el ectroni

- New Card-type IDA 3 V PAY

- New Card-type ID R02 Payback (without payment func-
tion)h

- Name Card-typeID&S Eur ocar dfiMabaeg

h

Changes chapter 7.4.4 for EMV (debit/credit and DC POS)
- Tag 47: note to tag 67 corrected

12a

04.04.2008

copyright changed

T. Lilienthal

13.01

13.02

02.06.2008

06.03.2009

29.01.2010

Changes chapter 10, list of ZVT Card-type IDs
New Card-type IDR2 03 Mi cr omone
New Card-type ID 204 T-Car dii ( Pr e
New Card-type-IDR 05 Bl auf ( Pr
New Card-type-IDR2 06 Bl LDMobi |
New Card-type-IDR 07 Congstar i
New Card-type-IDR2 08 C3 Best mi
New Card-type-IDR2 09 C3 Bestca
New Card-type-IDR 10 C3 Cal |l i n
New Card-type-IDR 11 EDEKAMOBI
New Card-type-ID 212 XTRA-PI NAi ( Prepai d)

8-Bit default character set added and set as default

New TLV-tags 1F13-1F18

New Card-type-IDs
"213 Klimacard"

"214 ICP-International-Fleet-Card"

New bitmap 2E in status information to read card command

New intermediate status codes OxCB and OxFF

Command 06 E1 optionally responds to card inserts

Optional bitmap 8A or TLV tag 41 in payment commands.
New commands from ECR to PT

Tax Free (06 0A)

Send Turnover Totals (06 10)

Reset Terminal (06 18)

Print System Configuration (06 1A)

Set/Reset Terminal-1D (06 1B)

Send offline Transactions (06 51)

Selftest (06 79)

Change Password (06 95)
Clarification of the use of tag 09 in container 25 in command
Print Text Block (06 D3) to indicate the last block.
Clarification of default value for bitmap EA.
New key codes for "Display text with Numerical Input” (06 E2,
06 86).
Description of "Change Password" (06 1E) corrected.
Added tag 2F to "Status-Information" (04 OF).
Description of bitmap AO improved.

T. Lilienthal

R. Roos

R. Roos
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Revision

Date

Release Notes

Author

New ZVT intermediate status code CC i "debit advice not
possible, PIN required".
Description of ZVT intermediate status code FF corrected.
German equivalents to ZVT intermediate status codes added.
Reworked description of ZVT intermediate status codes ac-
cording to DC POS 2.4 requirements.
New TLV tags added:

4A - DC POS 2.4 product dispay.

1F19i card acceptance

1F1Ai PAN for card acceptance matching

1F1B-markup in % with 2 dezimals

1F1C-card name
1F1D-currency information Type
1F1E-number of decimals
1F20-amount

1F21-ISO currency code
1F22-Inverted rate display unit
1F23-Retrieval ID
1F24-Reference Number

301 card acceptance matching
31i amount information
E2-DCC container

New FilelD for TLV tag 1D 06 "reconcilation data" added.
Description of TLV tags 21, 30, 1F04, 1FOC, 1F0D, 1F16 and
1F17 improved.
TLV tag 40 extended with request for product display.
Description of ZVT error code FF expanded.
New Card-type IDs:

21T " Payeasyih

1271 "AirPlus"

21571 "ICP-Gutscheinkarte"

2161 "ICP-Bonuskarte"

2171 "Austria Card"

2181 "ConCardis Geschenkkarte"

2197 "TeleCash Gutscheinkarte"

2207 "Shell private label credit card”

2217 "ADAC"

2227 "Shell Clubsmart"

2231 "Shell Pre-Paid-Card"

2241 "Shell Master-Card"

22571 "bauMax Zahlkarte"

2261 "Fiati Lanciai Alfa Servicecard"

2277 "Nissan i Karte"

2281 "OBB Vorteilskarte"

2291 "Osterreich Ticket"

23071 "Shopini Karte"

23171 "Tlapai Karte"

2321 "Discover Card"

2331 "f+f i Karte"

23471 "Syrcon"
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Revision Date

Release Notes

Author

Added character 'E' to description of bitmap 22, 23 and 24 to
optionally mask of numeric digits for PCI-DSS requirements.

Added note to 8 bit character set.

Clarified structure of BMP 3C (Additional Data)
New command to change the serial protocol (08 02)
References to Print Textblock command added.

Algorithm-ID for BICA cards fixed.

DCC information added to Status-Information.
Description of Additional Data type 3 corrected.

Description of payment type reworked.

Required elements of TA7.0 DC POS receipts added
Corrected description and use of tlv tag 15
TLV tag 1F10 expanded for combined CVMs

Clarified description of Card-type ID 9

13.03 17.06.2010

16.09.2010

New Card-type IDs:
2357" Citybi ke Cardh
236 1 "Postfinance Card"
2377 "DAS"
23871 "IKEA FAMILY Bezahlkarte"
2397 "lkano Shopping Card"
24071 "Intercard Gutscheinkarte"
24171 "Intercard Kundenkarte"
2421 "M&M-Gutscheinkarte"
2431 "Montrada card"
2447 "CP Customer Card"

New language code 03 = Italian for Select Language (08 30)
Added TLV tag 1F26 for End-of-day mode.
Changes for EuroELV including new TLV tags 1F27, 1F28,

1F29, 1F2A.

R. Roos

Increase Registration to handle different Iso Tables/ charac- | U. Liegl

tersets.

13.04 12.11.2010

03.12.2010

26.01.2011
31.01.2011
24.02.2011

10.03.2011

New Card-type IDs:
2421 "M&M-Gutscheinkarte"
2431 "Montrada card"
24471 "CP Customer Card"

New TLV-Tag 1F2B for trace number (long format)

New Card-type ID:

24571 "AmexMembershipReward "
Change chapter 2.13 Refund:
- BMP 3B included

Optional BMP 3C for Pre-Authorisation/Reservation (06 22)

New Tag 6A for invalid EMV application
New Card-type IDs:
2461 "FONIC"
24771 "OTELO DE"
2481 "SIMYO"
New Card-type IDs:
24971 "Schlecker Smobil"
25071 "Schlecker Zusatzprodukte"
2517 "CHRIST Gutscheinkarte"
25271 "IQ-Card"

R. Roos

R. Roos

R. Roos
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Author

30.06.2011

Merged Changes from Version 13.03
New Card-type ID:
2531 AVS Gutscheinkarte

K. Hoflich

22.07.2011

New TLV-Tag 1F2C

K. Hoflich

24.08.2011

New Card-type ID:
254 17 "Novofleet Card"
157 "REKA Card"

R. Roos

16.09.2011

New Card-type IDs:
17 7 "Happiness Card"
197 "Transact Geschenkkarte"
231 "boncard POINTS"
25171 "boncard PAY"
New TLV-Tags 1F2D 1 1F34, E3
Extended TLV-Tags 25, 1F04
Extended command PIN-Verification for
(06 E3
New command MAC calculation (06 E5)

Customer-Card

R. Roos

04.10.2011

Improved description of tags 14, 25, 27
Removed Track 3 for ELV/OLV Transactions
New diagnoses type '05' = EP2 configuration in tag 1B

A. Och/R. Roos

05.10.2011

New Card-type IDs:
27 7 "Klarmobil"
297 "Mobile World"
317 "Ukash"

3371 "Wallie"

R. Roos

13.05

27.10.2011
29.11.2011

13.12.2011

17.01.2012

18.01.2012

New TLV-Tag 1F34
New Card-type ID:
3571 "MyOne"
37 1 "Gutscheinkarte DOUGLAS Gruppe"
39 - "ABO Card"
41 - "BonusCard"
43 - "CCC Commit Card"
45 - "DataStandards"
47 - "GiftCard"
49 - "Jelmoli Card"
51 - "J-Geschenkkarte"
53 - "Jubin"
55 - "ManorCard"
57 - "Power Card"
59 - "Supercard plus"
61 - "SwissBonus Card"
63 - "SwissCadeau"
65 - "Tetora"
67 - "WIRcard"
69 - "Postcard"
70 - "lebara"
71 - "Lyca"
72 - "GT Mobile"
Renamed algorithm ID 13 to BICA 2
New algorithm ID 14 for DataStandards CH

R. Roos
R. Roos

R. Roos

R. Roos

R. Roos

23.01.2012

Added new text-1Ds for command 04FF:

0x28: Acedrenécéyn, please

A. Och
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Release Notes

Author

31.01.2012

17.02.2012

09.03.2012

28.03.2012
04.05.2012
08.05.2012
11.06.2012

13.06.2012

27.07.2012
08.08.2012

17.08.2012
13.09.2012

13.06 30.11.2012

-0x29: Al anguage selection,
-0x2A: "for loading please insert card"

Extensions for DCPOS 2.5:
-Added new description for tag 1F25 (Cashback amount)
-Added new tag 1F36 (Tip amount)
-Added new tag 1F37 (Receipt information)
-Extended description for tag 45 (Receipt-Parameter)
according DF25 of DCPOS 2.5
-Added note for BMP19 (chapter Auhorization 0601)
-Added new command 040D (Input-Request)
-Added new tag 1F38 (Input mode)
-Added new tag 1F39 (Timeout)
-Added new tag 1F3A (Input result)
-Added new tag 32 (Input container)
-Added new tag 1F3B (Transaction information)
-Fixed some typing errors
New cardholder authentication method for tag 1F10 added.
Added partial issue of goods in chapter 2.2.6
Added new tag 4B issuer country code
Removed card-type IDs 236 and 237 due to duplication with
45 and 69
Added tag 1F3A to input request as initial value
New ZVT errorcodes 0x7B and 0x7C.
New optional bitmap FA in command 06 0B to PT
New value 0B of tag BMP DO for frei & flott card
Chapter 1.3:Allow currency code other than EUR = 978
New values for TLV tag 14
New TLV tag 1F3E (encrypted cardholder information)
Added new text-IDs for command O4FF:
-0x2B: "Emergency transaction, please wait"
-0x2C: "Application selection, please wait"
Add new tag 1F3F (available credit) for Geldkarte, in response
for completion
New ZVT errorcode OxCD for cashback
Added status and error code E4/228 to indicate that a terminal
activation is required.
Reserved command OF CA for ChipActivator
Added IIN/AID to Card-type ID as known.
Add new intermediate status code 0x68

000720

I 00

. Roos

. Roos

. Roos

. Roos
. Roos
. Roos
. Roos

. Liegl

. Roos
. Bihr

. Roos
. Roos
. Bihr

28.12.2012

Added description of BMP 3A

. Roos

22.01.2013

Addition of Command 08 1A (set terminal configuration)

. Bihr

01.02.2013

New ZVT errorcode 0x7B

. Roos

07.05.2013

Added TLV tag 41 as possible response to command status
information (04 OF)

puipelm Py

. Roos

08.07.2013

New Commands for transparent APDU communication
New Command 04 03 (Send APDU)
New Commands 04 04 (Close Card Session)

. Scheffler

23.07.2013

Updated use of Status-Information for German electronic
purse scheme
Added TLV tags for SEPA Direct Debit Scheme

. Roos
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Date

Release Notes

Author

29.07.2013

Clarified encoding of TLV tag 07 and attribute values in com-
mand print line

R. Roos

07.08.2013

Added commands for transparent read of contactless cards
via ZVT interface

- Card poll with authorization (06 EG6)

Added payment-type 0101 xxx x A Al | config
plications including Gel dKar
Adapted command display text (06 EO) for external displays
Added status byte at status enquiry for requesting more status
information about the connected devices

Added TLV-container to status enquiry completion

Added TLV configuration file for using with ZVT file transfer to
configure the terminal.

Added command Write File (08 13).

Added E7 container for transmitting information about the
merchant SAM.

Editorial changes

S. Scheffler

14.08.2013

Removed TLV container from command Print Line 06 D1 due
to parsing problems. Clarified attribute usage.

Improved description of TLV tag 09.

Added note to command Change Baudrate in case of ZVT
over IP

R. Roos

19.09.2013

Clarified reason for ZVT error 9A - 154

New Card-type ID:

257" myCar d4ubo

Added TLV tags for SEPA Direct Debit Scheme

R. Roos

11.10.2013

Renamed tag 1F12 card-type to card-technology
Renamed command AWrite
and reworked its description

Fil e

M. Franke

17.10.2013

Removed ec-card specific stuff or replaced it with Girocard
where applicable
Removed references to Terminalhersteller e.V.

M. Franke

03.12.2013

Changed some data types in TLV-container to status enquiry
completion

A

. Evers

08.01.2014

Added TLV tag 1F61

. Roos

31.01.2014

Streamlining contactless card related things

. Franke

04.03.2014

New Card-typeID751 iepay Gut scheinka

Roos

09.04.2014

New intermediate status 0x69 added

Roos

11.04.2014

Added TLV tag 1F62 and 1F63

. Franke

22.04.2014

Additional TLV tags for value added services

. Bihr

28.04.2014

New TLV tag 1F6A, New Card-type ID:
771" Kar stadt Bonus Car do

o|z|=z|m|o|=z|o

. Roos

21.05.2014

Added TLV tag E9 (container for 1F62, 1F63)

. Franke

26.05.2014

New Card-type ID:
791" Yapitalo

HIZ

. Roos

14.07.2014

Detailed description of AVal

H. Bihr

29.09.2014

New Card-type ID:

8171 "Pay-At-Mat c h o
837 "Lunch-Check Car do

R. Roos

07.10.2014

Added languages Hungarian, Slovenian, Spanish, Czech,

Swedish, Dutch, Polish, Slovak, Danish, Greek, Portuguese

M. Franke
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Revision Date Release Notes Author
05.01.2015 | New card type ID: M. Franke
85 i Tankstellen-Netz-Deutschland
10.02.2015 | Added partial reversal with transparent APDU mode S. Scheffler
25.02.2015 | Added intermediate state E2 M. Franke
27.03.2015 | Generally revised the document M. Franke
- deduped several description copies
29.4.2015 New Card type ID: M. Franke
87 i Bancontact-MisterCash
30.4.2015 Integrate comments from VdTH M. Franke
06.05.2015 | Released 13.06 M. Franke
13.07 19.05.2015 | New TLV tag 1F70 for partial approval H. Bihr
26.05.2015 | Clarified usage of TLV tag 1F06 M. Franke
09.07.2015 | New card type ID M. Franke
89 - PAYBACK PAY
15.07.2015 | Add age verification (TLV tags 1F6B, 1F6C) H. Bihr
07.08.2015 | New card type ID M. Franke
911 ValueMaster
27.08.2015 | New TLV tag 1F6D for command 06-E6 H. Bihr
25.02.2016 | New command for reversal of external reservation T. Schmidt
26.02.2016 | New card type ID M. Franke
93 - Orlen Flottenkarte
95 - Orlen Star-Card
03.03.2016 | New Card type ID T. Schmidt
96 - Blauworld
22.04.2016 |Chapter 2.2.6: Information about the not reasonable auto re- | D. Ferlings
versal in case of a partial issue of goods
01.05.2016 | Clarified tag 1F4D M. Franke
01.06.2016 | New Card type ID M. Franke
971 ALIPAY
07.06.2016 | New Card type ID M. Franke
98 - REA Gutschein- und Bonuskarte
Bonus points : added tag C5 to E1
23.06.2016 | New Card type ID M. Franke
99 - Roth
100 - Roth TP
1017 EuroWAG
08.07.2016 | New Card type ID M. Franke
1027 Porsche-card
103 i ARBO-card
104 i OAMTC-card
15.07.2016 | New Card type ID M. Franke
105 - Netto-App
21.07.2016 | New Card type ID M. Franke
106 i GroupCard
22.08.2016 | Extended card detection: New TLV tags 1F71 and 1F72 H. Bihr
30.08.2016 | ZVT synchronization (optional) added D. Ferlings
ZVT TLS encryption (optional) added
06 FO Display Image added
Message Sequence ID 1F 73 added (optional)
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Revision Date Release Notes Author
Information about security using the ZVT protocol
15.09.2016 | Clarified usage of tags 14 and 27 in command 0600 M. Franke
31.10.2016 |[St atus changed from fidraft 0 |D.Ferlings
11.01.2017 | New TLV tag 1F74 for large password V. Serediouk
02.02.2017 | Added new barcode types Code 128 and EAN 128 to TLV | M. Franke
tags 1F2E and 1F2F
13.02.2017 | New ZVT errorcode OxA5 V. Eim
Added tag EA, 9F5A and 9F5B
14.02.2017 | Added new barcode types for QR-Codes to TLV tags 1F2E | V.Eim
and 1F2F
15.02.2017 | Cleanup description of Tag 1F32 and 1F33 V.Eim
24.02.2017 |DUKPT Commands U.Liegl
06 E7 Display text with Numerical Input with DUKPT Usage
(new)
06 E5 MAC calculation (enhanced)
05 01 Status enquiry (enhanced)
Added tags 1F75, 1F76
16.03.2017 | Added tags 1F77, 33 U.Liegl
Set field 22 in command 06 E7 optional to steer PIN format
05 01 delivers tag 33
06.04.2017 |Use Tag 1F77 instead of D3 in command 06 E7, 06 E5 U.Liegl
19.05.2017 | Summary of Commands: 06F0 Display Image V.Eim
20.06.2017 | Add ZVT-card-type-ID 258 (hire purchase) V.Eim
24.07.2017 | Add ZVT-card-type-ID 259 (AVIA Prepaid). Added Tags 84 | V.Eim
and 85 (Prepaid Container)
27.07.2017 |Change REA Gutschein- und Bonuskarte BIN Range to |V.Eim
62776412
28.08.2017 | Chapter 5.1: change tag value in example (1F 6B ->1F 73) | V.Eim
16.10.2017 | Added Tags 1F78, 1F79, 34 and 35. Status Poll extension | V.Eim
by 24 hour reboot information.
18.10.2017 | Added ZVT card-type ID 260 (BlueCode) S.Atherton
11.12.2017 | Changed value of length in 2.32.2 from AiXX0to 00 T. Zischka
New Chapter - 2.41 Write File (08 14)
New Chapter i Menu selection with graphic display (06 DO)
New TLV tags added
1F80 - Filename optional including path information
1F81 - MIME type of the file
Extendended description of bitmaps 72 and 73
Extended descriptions of tags 1D and 2D
Changed description of command 08 13 7 change configura-
tion
21.02.2018 |RenameZVTcardt ype I D 258 to fRat|V.Eim
15.03.2018 | Added card-type IDs M. Franke
1 Cheque Dejeuner / UP Slovensko (108)
1 Callio Gastro (109)
§ DOXX (110)
22.03.2018 |Addedsecti on fAReceipt | ayout T. Zischka
New Card type 1D
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1117 InstantPayment
1127 AVIA PrePaid Karte
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1 Introduct.i

on

All numerical values, unless otherwise specified, are hexadecimal.

1.1 Terms and Abbreviations

Term Definition

APDU Application Protocol Data Unit (= a complete request or response)

BMP Bitmap, pre-defined data field

CC Currency Code according to ISO 4217, 09 78 = Euro

ECR Electronic Cash Register. System that transmits the amount to the payment terminal,
may also be a vending machine.

PS Personalisation System Host (= Background-system for OPT-Actions)

PT Payment Terminal

RC Return-Code

RFU Reserved for Future Use

TCS Terminal Configuration Server (= Server that is responsible for software-updates and
other maintenance)

TID Terminal-ID, 8 character numerical

XX Any value / undefined / dependent on the data

ZNT Zahlungsverkehrterminal (= Point-Of-Sale Terminal)

<field> A parameter shown in angled-brackets is a place-holder.The place-holder is explained in
the following text.

[<field>] A parameter shown in square-brackets is optional.

1.2 Password

Some PTs require a password from the ECR to carry out certain functions. The password consists of 6 digits
which are packed as 3 byte BCD

Example: Passwordi 123456 0

1.3 Security

Payment

ter mi

produces 12 34 56.

nals can bleterfface 2@ so©d ocpy| DhewhiEGBRwas

dedicated connection between an ECR and a payment terminal. As a consequence, the protocol specification
is almost void of security concepts.

It turns out that especially with the introduction of new transport media like TCP/IP for this protocol, more
emphasis must be put on implementing access control to the payment terminal.

The only protection provided in the existing protocol is a short password that is transferred in plain text. This
is unsuitable for usage in public networks.

Because of the new transp o r t

media |i ke TCP/I P a TLS encryptt

Interface ZVT-Protocol; PAOOP016_04 (revision 04) or newer). Nevertheless because of the missing of special
hardware security features in the most ECR systems, certificates can be fstolendofrom ECR systems if some
unauthorized persons get access to the ECR or network. The server authentication only protects you from

© Verband der Terminalhersteller in Deutschland e.V.

ni ti



ECR-Interface PAOOP015_13.08_en.docx

Tégrﬁinal—Herlsfeller ZVT_Protocol Revision:  13.08
S Page 25 of 199

Commands, Bitmaps, Error Messages

man-in-the-middle attacks, which is a step forward, but client authentication is of course more secure. See
speci fi c albterfacazvi-ECRt ocol 6 for detailed information.
However you have to take care, that your ECR access control and network infrastructure is secure from unau-
thorized access. Ensure that passwords are safe and firewall incl. virus protection of your network infrastruc-
ture is setup safely.

The ZVT protocol provides you with commands which you have to take care of. With dedicated connections
between ECR and PT (RS232), card data (PAN) were sent back and forth in clear text without having too
serious security issues. Those commands still exist, but shall not be used without adaption any more, espe-
cially with TCP/IP connections.

The terminal vendors have to take care that e.g. with using a CardRead command, only not PCI sensible data
are sent from the PT to ECR. Whitelists for example solve those issues. On the other hand the ECR integrators
have to take care that no PCI sensible data like the PAN is sent from ECR to PT.

If you take a look at the receipts from credit card transactions, it is possible (and recommended) to mask the
card PAN. Please talk to your terminal vendor and/or net provider to setup the terminal for a PCI secure data
transmission.

Always try to avoid sending and storing sensible data, your terminal vendor, terminal supplier or net provider
can help you.

1.4 Currency Code

The currency code (CC) has a length of 2 bytes.
The currency code is checked by the PT as follows to ensure maximum compatibility:

T noCC OK (interpreted as amount in currency &€URQ
T CC=0978 OK (= &URQ
1 All other CCs OK if PT supports multiple currencies, otherwise error

The PT only sends a currency code to the ECR if the ECR had also sent a currency code in its request.
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2 Commands

from ECR to PT

2.1 Registration (06 00)

Using the command Registration the ECR can set up different configurations on the PT and also control the

current status of the PT.

An Authorisation on the PT can also take place without previously registering the PT with the ECR.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 00 XX <password><config-byte>[<CC>[03<service-byte>][06<TLV-con-
tainer>]]
Data block:

1 <password>: 3 byte BCD.
1 <config-byte>: Bit-field, 1 byte, see Table 1: Definition of <config-byte>.

1 <CC>: 2 byte.

1 03<service-byte>: Bit-field, 1 byte. If <service-byte> is sent, <CC> must also be present. See values Ta-

ble 2: Definition of <service-byte>.

1 06<TLV-container>: Possible tags are 10, 11, 12, 14, 1A, 26, 27, 28, 29, 2A, 40, 1F04, 1FO05.

1 Aslong as the ECR supports TLV-container it is strongly recommended that the ECR sends the list
of permitted commands. If <TLV-container> is sent, then <CC> must also be sent.

1 The tag 14 allows configuring a different character set to the PT. Only if this tag is echoed in the
Completion command, the character set is accepted by the terminal. If no tag is echoed, the stand-
ard character set is used. If the same value for tag 14 is echoed, all commands for printing and all
commands for displaying text use the selected character set. See definition of tag 27 for details.
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Config-byte Definition
0000 000x RFU
0000 0010 ECR assumes receipt-printout for payment functions (see also fECR Printing i ECR
print-typed
0: payment receipt not printed by ECR
1: payment receipt printed by ECR
Payment functions are:
Payments, Reversal, Refund, Pre-Authorisation, Partial-Reversal, Book Total, Tele-
phonic Authorisation, Prepaid Charge-up, Repeat-Receipt
0000 0100 ECR assumes receipt-printout for administration functions (see also fECR print-typed
0: administration receipt not printed by ECR
1: administration receipt printed by ECR
Administration functions are:
All other functions which are not payment functions.
0000 1000 ECR requires intermediate status-Information. The PT sends no intermediate status-in-
formation if not logged-on.
0001 0000 ECR controls payment function
0: Amount input on PT possible
1: Amount input on PT not possible
0010 0000 ECR controls administration function
0: Start of administration function on PT possible
1: Start of administration function on PT not possible
0100 0000 RFU
1000 0000 ECR print-type (see also fFECR assumes receipt-printout for payment functionso and A
ECR assumes receipt-printout for administration functions ):
0: ECR compiles receipts itself from the status-information data
1: Receipt-printout via ECR using command *Print Lines6(06D1)
This field is only used i fprirtoltéorpaymentfonatiorfsd
and/or fFECR assumesreceipt-pr i nt out f or administrati g
Receipts which are not printed by the EC(

Table 1: Definition of <config-byte>

If the ECR generates the receipt using the PT-command Print Lines (06D1) or Print Textblock (06D3) it can
inform the PT about its maximum line-width in the request. This is done by sending a TLV-container containing
the line-width in tag12. The PT then delivers the line-width actually used also in tag 12 of the Completion

command.

The PT formats the receipt accordingly, where technically possible. The PT informs the ECR correspondingly
which line-width the receipt is actually formatted with. The ECR can then add leading spaces to the print-line,

to allow it to be centered

when printed on the ECR printer.
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Examples of receipt-printout over ECR:

config-byte Result

0xxx X00x Receipt-printout on PT

OXxX X11x Receipt-printout on the ECR, whereby the ECR constructs the receipt itself from the status-
information; the PT prints nothing

Oxxx x01x Payment receipt-printout on the ECR, whereby the ECR constructs the receipt itself from the
status-information; the PT prints the administration receipts

Oxxx X10x Administration receipt-printout on the ECR, whereby the ECR constructs the receipt itself from
the status-information; the PT prints the payment receipts

1Ixxx x00x Receipt-printout on PT

Ixxx x11x Receipt-printout on ECR using command fPrint Lineso (06D1)

Ixxx x01x Payment receipt-printout on ECR using command fPrint Lineso(06D1); the PT prints the admin-
istration receipts, provided a printer is integrated in the PT

Ixxx x10x Administration receipt-printout on ECR using command fPrint Lineso (06D1); the PT prints the
payment receipts, provided a printer is integrated in the PT

Special case: ECR prints payment receipts and no receipts should be printed for administration functions (nei-
ther on PT nor on ECR). In this case config-byte Oxxx x11x or 1xxx x11x is used, whereby the ECR does not
execute the administration receipt-printout.

Service-byte | Definition

XXXX XXX 1 The PT service-menu may not be assigned to PT function-key.

XXXX XXX0 The PT service-menu may be assigned to PT function-key (= default if BMP0O3 omitted).

XXXX XXX The display texts for the Commands Authorisation, Pre-initialisation and Reversal will be dis-
played in capitals.

XXXX XXO0X The display texts for the Commands Authorisation, Pre-initialisation and Reversal will be dis-
played in standard font (= default if BMP03 omitted).

Remainder RFU

Table 2: Definition of <service-byte>

Note:

Bit 1 (font-size) has no influence on the font-size for the commands Text-Display, Text-Display with Function-
Key Input, Text-Display with numerical input and Text-display with Customer-card PIN-verification. For these
commands the font-size is switched via control-character (see relevant chapter).

If the currency-code is correct the PT answers with:

Response of PT:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

In error-case (=incorrect currency code) the PT answers with:
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PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 1E XX 6F[<CC>]
Data block:

1 The PT only sends a currency code to the ECR, if the ECR had also sent a currency code in its request.

If the currency code check is positive, the Completiont akes pl ace whereupon t h-e
rightso back:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF XX [19<status-byte>] [29<TID>] [49<CC>][06<TLV-container>]
Data block:

1 19<status-byte>: Bit-field, 1 byte. See Table 3: Definition of <status-byte>.
1 06<TLV-container>: Possible tags are 10, 11, 12, 14, 1A, 26, 27, 28, 1F71. Using tag 26 and 1F71 the
PT can communicate its implementation level to the ECR.

Status-byte Definition

XXXX XXX1 PT initialisation necessary

XXXX XX1X Diagnosis necessary

XXXX XIXX OPT action necessary

XXXX IXXX PT functions in filling station mode
XXX XXXX PT functions in vending machine mode
XXX XXXX RFU

XXX XXXX RFU

IXXX XXXX RFU

Table 3: Definition of <status-byte>

ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.2 Authorization (06 01)

This command initiates a payment process and transmits the amount from the ECR to PT. The result of the
payment process is reported to the ECR after completion of the booking process.

Caution:
If the receipt printout shall be carried out by the ECR, this may only send the command to the PT if the ECR
printer is ready and enough paper for the receipt is available.
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The following is an example of an authorisation sequence. Here are the particular features of the Pre-Author-
isation (see also chapter Pre-Authorisation / Reservation (06 22)) detailed.

Authorisation sequence:
1. Start via call from ECR (amount-transfer, possibly payment-type or card-data).
2. The PT reads the card, if the ECR did not send card-data with the start.
3. The PT executes the transaction.
4. Depending on the configuration the PT sends Intermediate Status-Information during the transaction to
the ECR, so that the ECR knows that the transaction is still running.
Release Card.
The PT sends a Status-Information with the transaction result (successful or not successful).
7. For vending machines:
1 For vending machines: issue of goods.
91 For filling station systems: start filling.
8. Response to Status-Information with the following function.
1 For normal PTs: contains transaction result.
1 For vending machines: result of issue of goods (goods issued or goods not issued).
1 For filling station systems: start filling took place.
9. Payment Reversal via PT if the issue of goods was not successful.
10. Receipt-printout (for filling station system the receipt-printout takes place during the partial-reversal).
11. Completion.

ou
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2.2.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 01 XX [04<amount>] [49<CC>] [19<payment-type>] [2D<track 1 data>]

[OE<expiry-date>] [22<card-number>] [23<track 2 data>]
[24<track 3 data>] [01<timeout>] [02<max. status-infos>]
[05<pump no.>] [3A<CVV/CVC>] [3C<additional-data>] [8A<card
type>] [06<TLV-container>]

Data block:

il

O4<amount>: Optional for bonus-transactions. In this case the tag E1 with subtag C2 can be sent instead
of amount.

1 19<payment-type>: Bit-field, 1 byte. See Table 4: Definition of <payment-type>.

1 OE<expiry-date>: Used for payment with manual card-data entry.

1 22<card-number>: Used for payment with manual card-data entry. If the card-number contains an odd
number of digits,itispadded with an OFO.

1 Ol<timeout>: Supplies the time in seconds that the PT waits during issue of goods for a response from
the ECR. The default value is 30 seconds.

1 02<max. status-infos>: Defines the maximum number of times that ECR may request the result of the
issue of goods from the PT via Status-Information. The default value is infinite.

1 05<pump no.>: Used for the display (e.g. fPleasefil-u p, pump 2Ad) foll owing a
when using a filling station. If this field is omitted, the PT in the filling station displays the text without a
pump number (e.g. iPlease fill-upo.)

1 3A<CVV/CVC>: Used for Mail-Order.

I 3C<additional-data>: Depending on the ECR-system and application different additional-data can be
transmitted (see chapter Additional Data).

1 06<TLV-container>: Possible tags are 15, 20, 30, 41, 43, E1 (for C1 value @D 456or @D 53bis possible),
E8, 1F04, 1F05, 1F15, 1F25, 1F36, 1F5B.

1 For cards which cand identified by the BIN, like CUP, the card type has to be sent with the command.
Therefor the field 8A or TLV tag 41 is used.

91 All other data are ignored by the PT.

Background:

If the ECR cannot complete the issue of goods within time <timeout>, the ECR responds to the PT a Status-
Information with fB4-9Ca In this case the PT waits 2 seconds and sends then a Status-Information again.
The parameter <max. status-infos> prevents this sequence from running in an infinite-loop.
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Payment- | GiroCard DC POS related cards other cards
type
XXXX XXx1 RFU
xxxx xx1x | The PT should execute the payment using the data from the previous Re ad Car di
If no card-data is available, the PT sets the corresponding return-code in the Status-Infor-
mation.

XXXX XIXX Printer ready (mainly used for evaluation tests)

XXXX IXXX Tippable transaction (since DCPOS 2.5: ignored for EMV tip/tippable transactions)

0000 xxxx |ELV or Ignored offline transaction
EuroELV, if only EuroELV is
supported by PT

0001 xxxx | Geldkarte Ignored Ignored

0010 xxxx [ Online without PIN (OLV or Ignored online transaction
EuroELV, if only EuroELV is
supported by PT)

0011 xxxx [ Girocard transaction according | DC POS transaction for DC POS | PIN based transaction
to TA7.0 rules for TA 7.0 capa- | capable PTs.
ble PTs Ignored or refused for non DC-

POS capable PTs.
0100 xxxx Payment according to PTs decision excluding GeldKarte
0101 xxxx Payment according to PTs decision including GeldKarte

Table 4: Definition of <payment-type>

Notes:

1 If the payment-type is not specifically defined, for example payment-type = ®100xxxx§ the PT selects the
payment-type itself. For a girocard, selection of fiGeldKkar t e 0 i s

ment-type.

1 If the payment-type selected by the ECR is inhibited in the PT, the PT either responds with an error-mes-

sage in the Status-Information or ignores the payment-type.

1 Iffields 23 or 24 (= track-data) or OE and 22 (= manual card-data) are contained in the data for command
Authorisation, it is attempted to complete the payment using this data without requesting further insertion

of the card.

The PT answers immediately with:

o0 n | y-selpction sfithe pay-

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

© Verband der Terminalhersteller in Deutschland e.V.

\Y

a

p



ECR-Interface PAOOP015_13.08_en.docx

Té&ﬁinal-Her‘;feller ZVT_Protocol Revision:  13.08
‘ Page 33 of 199

Commands, Bitmaps, Error Messages

2.2.2 Read Card

If the ECR has not sent any card data (track data or manually entered data) then the PT waits for a card from
the customer. The PT ascertains whether chip or magnet-stripe shall be used for the payment, depending on
possible pre-determined payment-type, the card-type, the limits in PT and the merchant procedure-selection
whether chip or magnet-stripe shall be used for the payment.

1 For swipe-reader:
The magnet-stripe is read during swiping of the card. Reading of the chip is not possible.

1 For chip-reader:
The chip is read after inserting the card. Reading of the magnet-stripe is not possible.

1 For manual-insertion reader with hybrid-reader function:
If the customer inserts the card in the reader, the PT locks the card (depending on the reader-type). If
the PT determines that the payment will be carried out using magnet-stripe, the PT releases the card im-
mediately to allow the magnet-stripe to be read during removal.
1 For chip-transactions the card remains locked for the whole transaction.
1 For PTs with manual-insertion readers without locking-function the customer take care that the card

is not removed too early from the card-reader.

1 For motor-insertion reader:
The PT reads chip and magnet-stripe and makes the technology selection (chip or magnet) according to
the pre-determined payment-type and / or the limits set in the PT. The card remains in the card-reader.

2.2.3 Transaction

After reading the card-data, or manual card-data input, the PT begins with the payment. If necessary the PT
connects online to the host. This takes place, depending on the configuration of the PT and ECR, either via
the communications-module of the PT or via a communications-module connected to the ECR (see chapter
Transmit Data via Dial-Up (06 D9) and chapter Receive Data via Dial-Up (06 DA)).

2.2.4 Intermediate Status-Information

If the ECR requested Intermediate Status-Information during Registration, the PT regularly sends interme-
diate status to the ECR while processing the transaction.

2.2.5 Release Card

If the card is still in the card-reader, the PT releases it.

2.2.6 Status-Information

The PT responds after the payment procedure with the Status-Information. An additional Status-Information
may be sent after the final completion of the transaction (e.g. GeldKarte, girogo) to return final transaction
data:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
04 OF XX [27<result-code>] [<transaction-data>] [06<TLV-container>]
Data block:
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1 For <result-code> and <transaction-data> see chapter Status-Information after Authorisation, Reversal,
Pre-Authorisation/Reservation, DCC or Prepaid-Top-Up.
For result-code decimal 55 fPIN incorrectothe PT can repeat the prompt for PIN, depending on the pay-
ment-type, and re-start the payment. In this case the PT sends the commands for Intermediate Status-
Information, Dial-Up, Print and Status-Information once again. Alternatively the PT can also abort the
payment with an error-code.

1 06<TLV-container>: see chapter Status-Information (04 OF).

Issue of goods / filling
If the ECR is an automatic vending-machine it starts the issue of goods or enables filling after receiving <result-
code> = ®00

Response to Status-Information
The ECR answers after the issue of goods, after start of filling (for Pre-Authorisation) or if it is a fhormalo
ECR immediately with:

d) ECR response following successful issue of goods (for vending machines), start of filling (for Pre-
Authorisation) or if not supported, no issue of goods is carried-out (ECRS):

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
Alternative:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
84 00 00

Both ECR responses have the same meaning: issue of goods succeeded or filling started.

b) ECR response, if issue of goods cannot be completed within the timeout sent as part of the command
Authorisation (see parameters for request Authorization (06 01)) or if the customer has not yet begun filling:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
84 9C 00

The response 84-9C-00 implies that the PT shall send the Status-Information again after a wait-time of 2
seconds because the ECR has not yet completed the issue of goods.
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¢) ECR response for unsuccessful issue of goods or for filling not yet started:

ECR A PT
APDU
Control field Length Data block
CCRC APRC
84 yy XX XX
(any value,
excepting 00
and 9C)

The response 84-yy-xx-xx with ydas any value (except ®0dor ®CJ implies that the issue of goods was not
successful or filling was not yet started. In this case the PT reverses the payment.

Notes:

1 If the ECR sends 84-9C-00 so often, that <max. status-infos> (see parameters for request Authorization
(06 01)) is exceeded (= <max. status infos> + 1), the PT reverses the payment and afterwards sends a
Status-Information with error-message 04-0F-03-27-6C.

1 If no response from the ECR is received within <timeout> (see parameters for request Authorization (06
01)), then the PT reverses the payment.

Example of <max. status-infos>:

For this example a parameter @d6is passed. The ECR may respond to the Status-Information up to three
times with f84-9C-00a The issue of goods must be successful (the ECR response to Status-Information is
then fB0-00-0000r fB4-00-009 on the fourth Status-Information (= <max. status-infos> + 1). However, if the
ECR responds to the fourth request with fB4-9C-00q then the PT carries out a Reversal and afterwards sends
the Status-Information 04-0F-02-27-6C.

d) ECR response for partial issue of goods:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
84 9D 7 O4<amount>

If only a partial issue of goods was possible the ECR responds with APRC 9D and sends the price of the
issued goods back in the data block.

Caution: Due to an erroneous receipt printout in case of a partial issue of goods, an auto reversal on the total
amount is not reasonable and must not be processed!

2.2.7 Receipt-Printout

Subsequently the receipt printout takes place 1 also for failed Authorisations. If the PT function ECR-Receipt
is activated (= setting in PT, that the ECR assumes the print-function), then the PT transmits the receipt line-
by-line to the ECR using fPrint LinedCommands (see chapter Print line (06 D1)) or Print Textblock-Commands
(06 D3).

There is no receipt printout for a successful pre-authorisation (instead it is done during Partial-Reversal after
filling) i otherwise the receipt printout is only carried out here if pre-authorisation is unsuccessful.
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2.2.8 Store Transaction in PT

The final storage of the transaction in the PT may only be carried out following the acknowledgement from the
ECR! If the ECR sends no acknowledgement or a transmission-error occurs which cannot be solved by re-
peated sending of Status-Information, the PT must execute an Auto-Reversal. The definitive acknowledgement
from the ECR for storage of the transaction is either the response to the Status-Information (if the ECR gener-
ates the Receipt itself and the PT therefore sends no receipt) or otherwise the response to the Status-Infor-
mation AND the responses to all Print line or Print Text-Block commands and not the response to Intermediate
Status-Information from card-removal.

If the ECR does not send a response or the PT does not receive the response, then the PT executes an Auto-
Reversal, possibly requiring an additional Dial-Up. The Auto-Reversal itself carried out only after the card has
been removed.

Afterwards, Auto-Reversal is no longer possible.

2.2.9 Completion

If transaction and issue of goods were successful, (or filling was started) the PT sends command Completion
whereupon the ECR is -gigkrmsdack the fAmaster

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
The ECR closes with Completion.
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

If transaction and/or issue of goods failed (or filling was not started), the PT sends command Abort whereupon
the ECR is gi venribgahctks ot:he HfAmast er

PT A ECR
APDU
Control field Length Data block
CCRC APRC
06 1E XX <result-code> [<CC>] [06<TLV-container>]
Data block:

1 The possible result-codes are described in chapter Error-Messages.

1 The currency code of the PT is only sent with result-code 6F. The PT only sends a currency code to the
ECR, if the ECR had also sent a currency code in its request.

1 06<TLV-container>: Possible tags are 1F16, 1F17.
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ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

As soon as the PTs Status-Information is acknowledged by the ECR the payment is successfully completed.
Even if an error occurs during command Completion, the payment is judged to be successful and not to be
reversed. If in doubt the ECR can attempt to resynchronise using the command Repeat-Receipt. A reversal
only takes place if the ECR does not acknowledge the Status-Information.

2.3 Account Balance Request (06 03)

This command starts an Account Balance Request on the PT, e.g. for bonus-points. The credit is reported to
the ECR in the Status-Information.

Caution:
If the receipt printout shall be carried out by the ECR, this may only send the command to the PT if the ECR
printer is ready and enough paper for the receipt is available.

ECRA PT

APDU

Control field Length Data block

CLASS INSTR

06 03 XX [22<card-number>] [0E<expiry-date>] [2D<track 1 data>]
[23<track 2 data>] [24<track 3 data>] [06<TLV-container>]

Data block:

22<card-number>: see chapter Authorization (06 01)

OE<expiry-date>: see chapter Authorization (06 01)

2D<track 1 data>: see chapter Authorization (06 01)

23<track 2 data>: see chapter Authorization (06 01)

24<track 3 data>: see chapter Authorization (06 01)

06<TLV-container>: Possible Tags are E1 (for C1 value @D 55bis possible), 63 (with Tags 84 and 85)
and 1F5B.

1 All further data will be ignored by the PT.

=A =4 =8 -8 -4 -4

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

The further sequence of events is T apart from checking the issue of goods or filling i identical to Authorization
(06 01).
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2.4 Activate Card (06 04)

This command activates a card. Depending on the card-type, the activation may take place on a host system
or offline and details are out of the scope of the ECR-Interface document.

Caution:
If the receipt printout shall be carried out by the ECR, this may only send the command to the PT if the ECR
printer is ready and enough paper for the receipt is available.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 04 XX [04<amount>] [49<CC>] [2D<track 1 data>] [OE<expiry-date>]
[22<card-number>] [23<track 2 data>] [24<track 3 data>]
[BA<CVV/CVC>] [06<TLV-container>]
Data block:

1 O4<amount>: If included the PT may execute a top-up function if necessary. Otherwise top-up is handled
via command Refund.

1 06<TLV-container>: Possible tags are 15, 20, 41, 43, E1, 1F04, 1F05, 1F5B.

91 All other data will be ignored by the PT.

The further sequence of events is T apart from checking the issue of goods 1 identical to the Authorization (06
01).

2.5 Procurement (06 05)

This command initiates a money procurement transaction in order to top-up e.g. a GeldKarte.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 05 XX Od4<amount>] [49<CC>] [19<payment-type>] [2D<track 1 data>]
[OE<expiry-date>] [22<card-number>] [23<track 2 data>]
[24<track 3 data>] [01<timeout>] [02<max. status infos>]
[BA<CVV/CVC>] [3C<additional-data>] [8A<card type>] [06<TLV-con-
tainer>]
Data block:

1 See chapter Authorization (06 01).

For further sequence of events for the transaction see Authorization (06 01).

2.6 Book Tip (06 0C)

This command initiates a tip-booking.
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ECR A PT
APDU
Control field Length Data block
CLASS INSTR
06 oC XX O4<amount> 87<receipt-no> [49<CC>] [19<payment-type>]
[2D<track 1 data>] [OE<expiry-date>] [22<card-number>]
[23<track 2 data>] [24<track 3 data>] [3B<AID>] [06<TLV-container>]
Data block:
1 O4<amount>: Tip amount.
1 87<receipt-no>: See chapter Status-Information (04 OF).
1 3B<AID>: Must be sent for telephonic tip booking. See Status-Information (04 OF).
1 Remaining bitmaps see Authorization (06 01).
91 All other data will be ignored by the PT.

For further sequence of events for the transaction see Authorization (06 01).

2.7 Telephonic Authorisation (06 21)

This command initiates a telephonic authorisation and transmits the amount from the ECR to PT. The
authorization number is either sent by the ECR, otherwise it is requested during the payment procedure on the

PT.

The result of the payment procedure is reported to the ECR after Completion of the booking procedure.

Telephonic Authorisation is only possible with credit-cards.

Caution:

If the receipt printout shall be carried out by the ECR, this may only send the command to the PT if the ECR
printer is ready and enough paper for the receipt is available.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 21 XX <password> 04<amount> [49<CC>] [19<payment-type>]
[2D<track 1 data>] [OE<expiry-date>] [22<card-number>]
[23<track 2 data>] [24<track 3 data>] [01<timeout>] [02<max. status in-
fos>] [05<pump no.>] [3C<additional-data>] [3B<AID>]
[BA<CVV/CVC>] [8A<card type>][06<TLV-container>]
Data block:
1 3B<AID>: See chapter Status-Information (04 OF).
1 3C<additional-data>: See chapter Additional Data.
1 06<TLV-container>: Possible tags are 20, 41, 43, E1, E8, 1F15, 1F5B.
1 Remaining bitmaps see Authorization (06 01).
1 For cards which can not identified by the BIN, like CUP, the card type has to be sent with the command.

Therefor the BMP 8A or TLV tag 41 is used.

For further sequence of events for the transaction see chapter Authorisation (06 01).
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2.8 Pre-Authorisation / Reservation (06 22)

Using the command Pre-Authorisation/Reservation the ECR can request the PT to reserve a certain payment-
amount for the sales-process. This is particularly necessary when the final payment-amount is only established
after the authorisation (e.g. service-stations, hotels). In this case the ECR firstly reserves an amount (= maxi-
mal Possible payment-amount) and then, after the sales-process, releases the unused amount via a Partial-
Reversal of a Pre-Authorisation / Booking of a Reservation (06 23) or Book Total (06 24).

Caution:
If the receipt printout shall be carried out by the ECR, this may only send the command to the PT if the ECR
printer is ready and enough paper for the receipt is available.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 22 XX [04<amount>] [49<CC>] [19<payment-type>] [OE<expiry-date>]
[22<card-number>] [2D<track 1 data>] [23<track 2 data>]
[24<track 3 data>] [01<timeout>] [02<max. status infos>]
[05<pump no.>] [0B<trace-number>] [3B<AID>] [3C<additional-data>]
[BA<card type>] [06<TLV-container>]
Data block:

1 O4d<amount>: If not sent, then the PT uses the default amount stored as pre-authorisation amount for

that particular card-type.

06<TLV-container>: Possible tags are 15, 20, 41, 43, E1, E8, 1F06, 1F15, 1F2B, 1F5B.

OB<trace-number>: See Status-Information (04 OF).

1 For telephonic extensions BMP 0B or TLV tag 1F2B are optional.

1 3B<AID>: See Status-Information (04 OF). Must be sent for a reservation extension, a telephonic reser-
vation or a telephonic extension. See tag 1F06.

I 3C<additional-data>: Depending on the ECR-system and application different additional-data can be
transmitted. See chapter Additional Data.

91 If the reservation type is not explicitly specified by tag 1F06 a reservation extension is assumed in case
of a provided trace-number (specificed by OB<trace-number> or by tag 1F2B) and a primary reservation
is assumed in the absence of a trace-number.

1 For cards which can not identified by the BIN, like CUP, the card type has to be sent with the command.

Therefor the BMP 8A or TLV tag 41 is used.

Remaining bitmaps see Authorization (06 01).

All other data will be ignored by the PT.

f
il

l
l
For further sequence of events for the transaction see Authorization (06 01).

2.9 Reversal (06 30)

This command reverses a payment-procedure and transfers the receipt-number of the transaction to be re-
versed from the ECR to PT. The result of the reversal-process is sent to the ECR after Completion of the
booking-process.

Caution:
If the receipt printout shall be carried out by the ECR, this may only send the command to the PT if the ECR
printer is ready and enough paper for the receipt is available.
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ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 30 XX <password> 87<receipt-no> [04<amount>] [49<CC>]
[19<payment-type>] [2D<track 1 data>] [0E<expiry-date>] [22<card-
number>] [23<track 2 data>] [24<track 3 data>] [3C<additional-data>]
[06<TLV-container>]
Data block:

1 All other data will be ignored by the PT.

The reversal is only carried-out if a payment with the supplied receipt-number is found in the turnover-storage
and amount (optional) as well as card-data (optional) match that payment.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

The further sequence of events is T apart from checking the issue of goods or filling i identical to the Authori-
zation (06 01).

2.10 Partial-Reversal of a Pre-Authorisation / Booking of a Reservation (06 23)

This command executes a Partial-Reversal for a Pre-Authorisation to release the unused amount of the res-
ervation. This command is also used for the Booking of a Reservation.

Caution:
If the receipt printout shall be carried out by the ECR, this may only send the command to the PT if the ECR
printer is ready and enough paper for the receipt is available.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 23 XX [87<receipt-no>] [04<amount>] [49<CC>] [3C<additional-data>]
[0B<trace-number>] [3B<AID>] [06<TLV-container>]
Data block:

1 87<receipt-no>: Is only sent for Partial-Reversal.

1 O4<amount>: Unused partial-amount of the pre-authorised transaction. Default is 0.

1 3C<additional-data>: See chapter Additional Data.

1 06<TLV-container>: Possible tags are 1F06, 1F2B (see also chapter Pre-Authorisation / Reservation (06
22)).

1 OB<trace-number>: See chapter Status-Information (04 OF).
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1 BMP OB or TLV tag 1F2B must be sent for a reservation booking or reservation extension or partial
reversal.
1 For telephonic extensions the BMP 0B or TLV-Tag 1F2B are optional.

1 3B<AID>: See chapter Status-Information (04 OF). BMP 3B must be sent for a reservation booking or
reservation extension or for a telephonic reservation booking or telephonic reservation extension. See
tag 1FO06.

1 All other data will be ignored by the PT.

The Partial-Reversal is only carried-out if a Pre-Authorisation with the passed receipt number is found in the
turnover-records.

The further sequence of events is identical to the Reversal (06 30).

2.10.1 Enquire if Pre-Authorisations exist (06 23)

With this command the ECR checks whether the PT contains Pre-Authorisations without an associated Partial-
Reversal / Book Total.

Caution:

This is special-case of the command Partial-Reversal of a Pre-Authorisation / Booking of a Reservation (06
23). Also valid for credit-cards and fleet-cards for which typically Book Total (06 24) instead Partial-Reversal
of a Pre-Authorisation / Booking of a Reservation (06 23) is executed.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 23 03 87 FF FF
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00
The PT terminates the process with:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 04xx B8 [87<receipt-no>] [06<TLV-container>]
Data block:

1 B8 s the error-code decimal 184.

1 87<receipt-no>: States the receipt-number of the first pre-authorisation not yet reversed. If no pre-au-

thorisations exist in the PT, <receipt-no>i s

1 06<TLV-container>: Possible tags are 23.
1 Instead of a single receipt-number the PT can also transmit a receipt-number list as a TLV-container.
However, for this the ECR must have sent a BMP 06 in the triggering command or in the registration.

s ERFFOt o
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ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.11 Reversal of external transaction (Reservation) (06 26)

This command reverses a reservation or reservation extension previously executed on same or another ter-
minal providing all necessary (mandatory) parameter to the payment device. Command is to be distinguished
from generic reversal (06 30) by mandatory presence of trace-number, amount, currency and authorization
number (AID) bitmap. The type of the reservation is to be provided in the TLV Container, Tag Ox1F06. Allowed
values are 2 (Reservation) or 3 (Extension of Reservation). All other settings are rejected.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 26 XX O4<amount> 49<CC> OB<trace-number> 3B<AID> [0E<expiry-date>]
[22<card-number>] [23<track 2 data>] 06<TLV-container>

For Response and further execution, see generic reversal description Reversal (06 30).

2.12 Partial Reversal with transparent APDU mode

This chapter describes the process of partial reversal in combination with the transparent APDU mode.
The figure below shows the communication between ECR, POS and the PSP.

When using the partial reversal with transparent APDU mode the following conditions should be respected.

- Patrtial reversal with APDU mode can only be used in combination with the procurement command (06
05). When using the procurement command, the card will be locked in the reader after processing the
authorization. It is not possible to change the card in this sequence.

- Whenthevendi ng machine is processing card communication
several APDU commands (Send APDU 06 C6).
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ECR

Procurement 0605

POS

Status 040F

Authorization

PSP

Card communi-
cation

(Al ssud
goodsif

Send APDU 06 C6

SCR

°APDU Response

é

Response 84-9D

Partial amount

060F

Partial reversal

2.13 Book Total (06 24)

This command executes booking of the total amount for a Pre-Authorisation / Reservation (06 22). The portion
of the amount from the Pre-Authorisation / Reservation (06 22) that was used up is booked.

Difference between Partial-Reversal and Book Total:
1 Partial-Reversal transmits the unused amount, whilst Book Total transmits the used amount.

Caution:

If the receipt printout shall be carried out by the ECR, this may only send the command to the PT if the ECR
printer is ready and enough paper for the receipt is available.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 24 XX 87<receipt-no> [04<amount>] [49<CC>] [19<payment-type>] [3C<addi-
tional-data>] [0B<trace-number>] [3B<AID>] [BA<card type>] [06<TLV-
container>]
Data block:

1 06<TLV-container>: Possible tags are 15, 41, 1F06 (see also Pre-Authorisation / Reservation (06 22)).
1 OB<trace-number>: See Status-Information (04 OF).
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1 BMP OB or TLV tag 1F2B must be sent for a reservation booking or reservation extension or partial

reversal.

1 For telephonic extensions the BMP 0B or TLV-Tag 1F2B is optional.

1 3B<AID>: See Status-Information (04 OF). BMP 3B must be sent for a reservation booking or reservation
extension or for a telephonic reservation booking or telephonic reservation extension. See tag 1F06.

1 For cards which can not identified by the BIN, like CUP, the card type has to be sent with the command.
Therefor the BMP 8A or TLV tag 41 is used.

The further sequence of events is identical to the Partial-Reversal of a Pre-Authorisation / Booking of a Res-

ervation (06 23).

2.14 Pre-Authorisation Reversal (06 25)

This command executes a reversal of a Pre-Authorisation in the case of a null-filling.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 25 XX 87<receipt-no> [04<amount>] [49<CC>] [19<payment-type>] [06<TLV-
container>]

The further sequence of events is T apart from checking the issue of goods or filling i identical to the Partial-
Reversal of a Pre-Authorisation / Booking of a Reservation (06 23).

Note:

The command Pre-Authorisation Reversal cannot be carried out with ec-cash and Maestro cards. For these
cards types an Auto-Reversal is executed instead.

2.15 Refund (06 31)

This command starts a Refund on the PT. The result of the Refund is reported to the ECR after completion of

the booking-process.

Caution:

If the receipt printout shall be carried out by the ECR, this may only send the command to the PT if the ECR
printer is ready and enough paper for the receipt is available.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 31 XX <password> [04<amount>] [49<CC>] [19<payment-type>]
[2D<track 1 data>] [OE<expiry-date>] [22<card-number>]
[23<track 2 data>] [24<track 3 data>] [3B<AID>] [3C<additional-data>]
[BA<card type>] [06<TLV-container>]
Data block:
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1 O4<amount>: For bonus-transactions the amount is optional. In this case the tag E1 with subtag C2 can
be sent instead of the amount.

1 3B<AID>: Is used in refunds after an encashing transaction of bonus-points, using the BMP 3B from the
Status-Information (04 OF) of this transaction.

1 06<TLV-container>: Possible tags are 15, 20, 30, 41, 43, E1 (for C1 values '47 4C' and '4D 57' possible),
ES.

1 For cards which can not identified by the BIN, like CUP, the card type has to be sent with the command.
Therefore the BMP 8A or TLV tag 41 is used.

1 Remaining bitmaps see Authorization (06 01).
1 All other data will be ignored by the PT.
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

The further sequence of events is identical to the Authorization (06 01).

2.16 End-of-Day (06 50)
With this command the ECR induces the PT to transfer the stored turnover to the host.
Caution:

If the receipt printout shall be carried out by the ECR, this may only send the command to the PT if the ECR
printer is ready and enough paper for the receipt is available.

2.16.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 50 03 <password> [06<TLV-container>]
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.16.2 Transaction:

Following the response the PT begins with the transaction.

For this purpose the PT makes an online-connection to the host. This takes place i depending on configuration
of the PT and ECR 1 either over a communication module in the PT or over a communication module con-
nected to the ECR (see chapter Transmit Data via Dial-Up (06 D9) and chapter Receive Data via Dial-Up (06
DA)).

© Verband der Terminalhersteller in Deutschland e.V.



ECR-Interface PAOOP015_13.08_en.docx

Té&ﬁinal-Her‘;feller ZVT_Protocol Revision:  13.08
‘ Page 47 of 199

Commands, Bitmaps, Error Messages

2.16.3 Intermediate Status-Information

If the ECR requested Intermediate Status-Information during Registration, the PT regularly sends Intermediate
Status to the ECR during preparation of the turnover records in order to re-start the timeouts.
Only during the actual data-transfer is no Intermediate Status transmitted.

2.16.4 Status-Information

The PT responds following successful End-of-Day with the Status-Information after End-Of-Day / Send
Turnover Totals:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
04 OF XX [27<result-code>] [<transaction-data>]
Data block:

1 27<result-code>: 1 byte. See chapter Error-Messages.
I <transaction-data>: See chapter Status-Information (04 OF).

ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

Following the Status-Information, if the PT function ECR-Receipt is activated (= setting in PT, that the ECR
assumes the print-function), then the PT transmits the receipt line-by-line to the ECRusing 2 r i nt L i
mands (see chapter Print line (06 D1)). Alternatively the receipt printout is carried out using the Arint Text-
Block A Command (see chapter Print Iine (06 D3)).

2.16.5 Receipt-Printout

After the transaction the Receipt-Printout takes place. If the PT function ECR-Receipt is activated (= setting
in PT, that the ECR assumes the print-function), then the PT transmits the receipt line-by-line to the ECR using
Print Linei commands (see chapter Print line (06
the ®rint TextBl ockfi command (see chapter Print line (06

2.16.6 Completion

=13

Subsequently the PT terminates the process via Completionwh er eupon the ECR rec-eives

rightso:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00

ECR response:
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ECR A PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
In error-case the PT responds with an Abort:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <error-code>

ECR response:

ECRA PT

APDU

Control field Length Data block
CCRC APRC

80 00 00

2.17 Diagnosis (06 70)

With this command the ECR forces the PT to send a diagnostic message to the host.

2.17.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 70 XX [06<TLV-container>]
Data block:
1 06<TLV-container>: Possible tags are 1B.
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.17.2 Transaction:

Following the response the PT starts the transaction.
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For this purpose the PT makes an online-connection to the host. This takes place i depending on configuration
of the PT and ECR 1 either over a communication module in the PT or over a communication module con-
nected to the ECR (see chapter Transmit Data via Dial-Up (06 D9) and chapter Receive Data via Dial-Up (06
DA)).

2.17.3 Intermediate Status-Information

If the ECR requested Intermediate Status-Information during Registration, the PT regularly sends Intermediate
Status to the ECR during preparation of the turnover records in order to re-start the timeout.
Only during the actual data-transfer is no Intermediate Status transmitted.

2.17.4 Transmit Date

If the transaction was successful the PT transmits system-date received from the host on to the ECR (see
chapter Set Date and Time in ECR (04 01)).

2.17.5 Receipt-Printout

After the transaction the Receipt-Printout takes place. If the PT function ECR-Receipt is activated (= setting
in PT, that the ECR assumes the print-function), then the PT transmits the receipt line-by-line to the ECR using
Rrint LinefA Commands (see chapt erCofmanda(@603). ne (06

2.17.6 Completion

Subsequently the PT terminates the process via Completion whereupont he ECR r ecei ves-
rightso:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
In error-case the PT responds with an Abort:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>

1 <result-code>: 1byte, definded in chapter Error-Messages.

ECR response:
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ECR A PT

APDU

Control field Length Data block
CCRC APRC

80 00 00

2.18 Initialisation (06 93)

With this command the ECR forces the PT to send a initialisation message to the host.

2.18.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 93 03 <password>
Data block:
1 <password>: See chapter Password.
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.18.2 Transaction:

Following the response the PT begins with the transaction.

For this purpose the PT makes an online-connection to the host. This takes place i depending on configuration
of the PT and ECR i either over a communication module in the PT or over a communication module con-
nected to the ECR (see chapter Transmit Data via Dial-Up (06 D9) and chapter Receive Data via Dial-Up (06
DA)).

2.18.3 Intermediate Status-Information

If the ECR requested Intermediate Status-Information during Registration, the PT regularly sends Intermediate
Status to the ECR during the transaction in order to re-start the timeouts.
Only during the actual data-transfer is no Intermediate Status transmitted.

2.18.4 Receipt-Printout

After the transaction the Receipt-Printout takes place. If the PT function ECR-Receipt is activated (= setting
in PT, that the ECR assumes the print-function), then the PT transmits the receipt line-by-line to the ECR using
Print Linefi commands (see chapter Print line (06
the Arint Text-B | o ¢ k fand (sem chapter Print line (06 D3)).
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2.18.5 Completion

Subsequently the PT terminates the process via Completionwh er eupon the ECR receives
rightso:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
In error-case the PT responds with an Abort:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:<Result-code>:
1 1 byte, defined in chapter Error-Messages
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.19 Reprint Receipts (06 12)

This command serves to print payment-receipts over a certain receipt-number range.

2.19.1 Start

|[ECRA PT
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APDU
Control field Length Data block
CLASS INSTR
06 12 XX <password> <from> [<t0>]
Data block:

1 <password>: See chapter Password.

1 <from>: 2 byte, BCD. Receipt number the printing should start from.

1 <to>: 2 byte, BCD. Receipt number the printing should end at (including this receipt). If omitted the PT
only prints the receipt given in <from> (i.e. <from> = <to>).

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.19.2 Receipt-Printout

If the PT function ECR-Receipt is activated (= setting in PT, that the ECR assumes the print-function), then

the PT transmits the receipt line-by-line to the ECR using 2 r i n't Linefi Commands (see ch
D1)). Alternatively the receipt printout is carried out using the Rrint Text-Block i Command (see chap
line (06 D3)).

2.19.3 Completion

Subsequently the PT terminates the process via Completionwh er eupon the ECR receives
rightso:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.20 Repeat Receipt (06 20)

This command serves to repeat printing of the last stored payment-receipts or End-of-Day-receipt.

2.20.1 Start
[ECRA PT
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APDU
Control field Length Data block
CLASS INSTR
06 20 03 <password> [03<service-byte>][06<TLV-container>]
Data block:

1 <password>: See chapter Password.
1 03<service-byte>: Bit-field, 1 byte; default = @06 See Table 5: Definition of <service-byte>.
1 06<TLV-container>: Possible tags are 1F01, 1F02, 1F03.

Service-byte Definition
XXXX XXX 1 1. ECR requires Status-Information (as in the original transaction)
0: Do not send Status-Information
XXXX XX1X 1: No print receipt (neither Print line commands sent from PT nor printed on PT itself)
0: Print receipt (either Print line commands sent from PT or printed on PT itself)
Rest RFU

Table 5: Definition of <service-byte>

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.20.2 Status-Information

Depending on the service-byte the PT sends the Status-Information of the last transaction executed. This
ensures that the ECR can resynchronise in case of an inconclusive ending of a transaction.

2.20.3 Receipt-Printout

If the PT function ECR-Receipt is activated (= setting in PT, that the ECR assumes the print-function), then

the PT transmits the receipt line-by-line to the ECRusingr i nt Linefi Commands (see ¢
D1)). Alternatively the receipt printout is carried out using the Print Text-Bl oc ki Command (see ¢
line (06 D3)). Alternatively the PT prints the receipt on its own printer.

h
h

2.20.4 Completion

Subsequently the PT terminates the process via Completonwh er eupon t he ECR receives
rightso:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00

ECR response:
[ECRA PT
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APDU
Control field Length Data block
CCRC APRC
80 00 00

2.21 Read Card (06 C0)

With this command the PT reads a chip-card/magnet-card and transmits the card-data to the ECR.

ECR A PT
APDU
Control field Length Data block
CLASS INSTR
06 CO0 XX [<timeout>[19<card-type>][FC<dialog-control>][06<TLV-container>]]
Data block:

1 <timeout>: 1 byte. The time in seconds the PT waits for the card. <timeout> = ®06means infinite. If
<timeout> is omitted the default-value of the PT is used. This timeout overrides the T3 timeout.

1 19<card-type>: 1 byte. If <card-type> and TLV tag 1F60 are omitted the magnet-stripe will be read. For a
motor-insertion reader both chip and magnet-stripe are read. See Table 6: Definition of <card-type>.

1 If <card-type> is provided then <timeout> must also be provided.
1 FC<dialog-control>: Bit-field, 1 byte. See Table 7: Definition of <dialog-control>.
I 06<TLV-container>: Possible tags are 1F15, 1F60 (overrides field 19), 1F6B.
card-type Definition
0001 xxxx chip card
0010 xxxx chip card
0101 xxxx chip-card and magnet-card
all others magnet-card

Table 6: Definition of <card-type> (only for non-motor-insertion reader relevant)

dialog-control Definition
XXXX XXX1 PT controls display prompts for insertion and removal of the card (default).
XXXX XXX0 ECR controls display prompts for insertion and removal of the card. That means the PT

does not display its own text for command Read Card, therefore the ECR must send its
own text via command text to the PT.

all others RFU

Table 7: Definition of <dialog-control>

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

Flow for manual-insertion reader:
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91 If chip is to be read:
The card remains in the card-reader after reading the chip. If the card has no chip the PT can release the
card and read the magnet-stripe.

1 If magnet-stripe is to be read:
After card-insertion the PT requests the customer to remove the card, whereby the PT reads magnet-
stripe.

1 If chip and magnet-stripe are to be read:
If the card has a chip and the magnet-stripe was already read during insertion, the PT shall also send the
magnet-stripe data to the ECR. The card remains in the reader.

Flow for motor-insertion reader:
After card-insertion the PT reads chip and magnet-stripe.

If the ECR requested Intermediate-Status from the PT during registration, these commands are sent between
PT and ECR. See Intermediate Status Information (04 FF).

The PT responds after the read-process with the Status-Information transferring the card-data. Thereby an
implicit master-rights change to the ECR takes place, i.e. there is no Completion command. A full description
can be found in Status-Information (04 OF).

Note:
Using the command Abort the ECR can release a retained card from the PT without waiting for a release via
timeout.

Caution:

A protocol-conflict can occur if the ECR sends an Abort command during transmission of the card-data from
the PT. Example: Another customer inserts a card whilst Partial-Reversal after a completed Filling-process is
taking place.

If the ECR sends an Abort command to the PT whilst the PT is also transmitting data to the ECR (e.g. because
a Partial-Reversal has to be executed), both commands (from ECR and PT) result in an error since the required
responses from the partner are not correctly answered i at transport-protocol level each partner must send an
ACK, and at application-protocol level a 80-00-00, but instead only one command is sent.

This results in both messages being repeated twice (which causes further collisions), and the PT falls-back
into its basic-state. Therewith is the ECR master again and can repeat the Abort command (to release the
card), which the PT will then execute correctly.

For new implementations the ECR should not send the command Read-Card with infinite timeout, but
rather should use command Status-Readout until a card is inserted. Following this the card can be
read.

2.22 Activate Card-Reader (08 50)

With this command the ECR can activate the insertion-mechanism of a motor-insertion on the PT. Only after
sending this commands is it possible to insert a card in motor-insertion reader.

|[ECRA PT
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APDU
Control field Length Data block
CLASS INSTR
08 50 XX [FA<card-reader-activation>]
The PT responds after successful activation with:
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00
On unsuccessful activation the PT sends:
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 XX 00

xXx = corresponding error-code. See chapter Error-Messages.

Following the 80-00-00, the PT sends no Completion command.

2.23 Abort (06 BO)

With this command the ECR can instruct the PT to abort execution of a command. Additionally, a card which
remained in the PT after a Read-Card command will be released or extracted using this command.

The Abort command may only be sent from the ECR when the ECR is the master, or when the command

explicitly allows that the ECR can send an Ab-display c o mma

commands).

Depending on the implementation of the PT, transaction steps and other actions within the PT may be aborted

if pre-defined states have not been reached.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 BO XX [D2<card-output-direction>][FA<card-reader-activation>]

Data block:

1 FA<card-reader-activation>: This option can be used to optimize the number of ZVT commands by omit-
ting the Activate Card-Reader (08 50) command after the Abort (06 BO) command.
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For motor-readers which can park the card in a second position, the Abort command without parameter <card-
output-direction>, or with <card-output-direction> not equal to 02 results in the card in the reading-area being
rejected and the parked card being transported to the reading-area.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00
If a card-revision error occurs, the PT responds with:
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 <result-code> 00
.The <result-code> is defined in chapter Error-Messages
2.24 Log-Off (06 02)
The command Log-Off has the following consequences:
91 the PT resets the Registration config-byte to 866
1 the PT may not send any more TLV-containers
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 02 00
The PT always responds with:
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.25 Set Date and Time in PT (06 91)

With this command the ECR can set the system-time in the PT.
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2.25.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 91 0B <password> AA<date> 0C<time>
Data block:

1 <password>: See chapter Password.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.25.2 Completion

After setting the new system-time the PT sends a Completion command:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.26 Display Text (06 EO)

With this command the ECR can cause the PT to display a certain text on the PT-display.

This command can be terminated prematurely using the command Abort (06 BO).

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 EO XX [FO<display-duration>] [F1<text line 1>] [F2<text line 2>]

[F3<text line 3>] [FA<text line 4>] [F5<text line 5>] [F6<text line 6>]
[F7<text line 7>] [F8<text line 8>] [F9<beep-tones>] [FD<display-de-
vice>]
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Data block:

1 FO<display-duration>: The display duration overrides the T3 timeout.

1 Text encoding: 7-bit ASCII ZVT-Characterset, e.g. FO F3 01 23 45 (FO F3 means 3 byte length, followed
by the ASCII-Codes). Character codes > 127 are displayed according to the 8-bit ZVT-Characterset
(CP437, OEM-US)

1 Note: The encoding of the display text in BMP F1-F8 must match to current character set of the PT that
can be configured by ECR with tag 14 in Registration command.

1 Switch to larger font: each line can be individually switched to a larger font (height +width) via a pre-fix
control-characterd 4 6 (-@d8d].[This reduces the number of lines it is possible to display and also
the number of characters per line.

Each line can be controlled individually. On each line only one font-type can be used.

1 The bitmaps are optional.
1 The illustrated order is variable.
Notes:

1 Omitted text-lines are displayed empty.

1 If all text-lines are omitted the display is left off.

1 If the ECR sends a new Display-text command or another command which influences the PT display, the
PT displays the new text immediately, before the display-duration of the initial command has expired.

1 Ifthe ECR sends a command which does not influence the PT display, the PT displays the original text
until the display-duration of the initial command has expired.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

A Completion command is not sent

2.27 Display Text (old version) (06 85)

With this command the ECR can cause the PT to display a certain text on the PT-display.
Following an optional timeout, a further text can be displayed.

Caution:
This command is included to retain downwards-compatibility, for new implementations use Display Text (06
EO)!

This command can be terminated prematurely using the command Abort (06 BO).

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 85 XX <display-data>
Data block:

1 <display-data>:consists of a number of fields, the fields are not prefixed with a bitmap
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Definition of the fields <display-data>:
Definition

text 1, length variable

display-duration in seconds, optional, 1 byte (binary, not BCD
packed), a0006 mex@m$suienf iad®ibe =
2 is supplied then field display-duration is mandatory

text 2, optional, length variable

1 Format of the text-field: <position><text><00>, the text must always be terminated with binary ®006 <po-
sition> (BCD encoded) is the start-position on the display, ®06dis the first line (from top) left edge; on
reaching the right edge a line is automatically wrapped. For 20 characters per line is @06the left edge of
the second line etc.

The maximum displayable number of characters = max. number of characters per line * max. number of
lines, additional characters will not be displayed.

Text encoding: 7-bit ASCII with umlauts. If the ms-bit of a character is set, this generates a beep-tone,
alternatively the character BEL (= ®79 can be sent.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

A Completion command is not sent.

2.28 Display Text with Function-Key Input (06 E1)

With this command the ECR can cause the PT to display a certain text on the PT-display and then to wait for
a function-key to be pressed. The code for the function-key is returned to the ECR.

This command can be terminated prematurely using the command Abort (06 BO).

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 El XX <display-data> [06<TLV-container>]
Data block:

1 <display-data>: See chapter Display Text (06 EO).
1 If the ECR sends a new command for which no display on the PT is required then the PT displays this
display-text until the end of the display-duration.
1 06<TLV-container>: Possible tags are 1F18.
1 Iftag 1F18 equals to 1 or bitmap F9 in the <display data> equals to ¢&-Féthe PT responds to card in-
serts also.

Text encoding:
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1 7-bit ASCIl ZVT-Characterset, e.g. FO F3 01 23 45 (FO F3 means 3 byte length, followed by the ASCII-
Codes). Character codes > 127 are displayed according to the 8-bit ZVT-Characterset (CP437, OEM-

us)

1 Note: The encoding of the display text in BMP F1-F8 must match to current character set of the PT that
can be configured by ECR with tag 14 in Registration command.

After key-entry or timeout the PT sends the key-code to the ECR. The timeout has the value of T3, e.g. 5s.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 01 <key-code>
Data block:
1 <key-code>: 1 byte.
Definition of the fields <key-code>:
Value Definition
0D Acceptance-key <OK>
18 Correction-key <C>
1B Abort-key <STOP>
46 Function-/Info-key <F>, <Info> or <?>
55 Function-key <Up> <+>
44 Function-key <Down> <->
6C Timeout
31 Function-key <F1>
32 Function-key <F2>
33 Function-key <F3>
34 Function-key <F4>
DC Card present

A Completion command is not sent.

2.29 Display Text with Function-Key Input (old version) (06 88)

With this command the ECR can cause the PT to display a certain text on the PT-display and then to wait for
a function-key to be pressed. The code for the function-key is returned to the ECR.

Caution:

This command is included to retain downwards-compatibility, for new implementations use Display Text with
Function-Key Input (06 E1)!

This command can be terminated prematurely using the command Abort (06 BO).

ECRA PT

APDU

Control field

Length

Data block

CLASS | INSTR
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[ o6 | 83 |

XX

| <display-data>

Data block:

1 <display-data>: See chapter Display Text (old version) (06 85).

1 After key-entry or if timeout the display is cleared.
1 If the ECR sends a new command for which no display on the PT is required, then the PT displays this
display-text until the end the display-duration.

Text encoding

1 7-bit ASCII with umlauts. If the ms-bit of a character is set, this generates a beep-tone, alternatively the
character BEL (= ®79 can be sent.

After key-entry or timeout the PT sends the key-code to the ECR.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 01 <key-code>
Data block:
1 <key-code>: 1 byte.
Definition of the fields <key-code>:
Value Definition

oD Acceptance-key <OK>
18 Correction-key <C>
1B Abort-key <STOP>
46 Function-/Info-key <F>, <Info> or <?>
55 Function-key <Up> <+>
44 Function-key <Down> <->
6C Timeout
31 Function-key <F1>
32 Function-key <F2>
33 Function-key <F3>
34 Function-key <F4>

A Completion command is not sent.

2.30 Display Text with Numerical Input (06 E2)

With this command the ECR can cause the PT to display a certain text (textl) on the PT-display and then to
wait for a numerical-input. The number entered is returned to the ECR. Optionally a second text (text2) may
be sent, which is displayed by the PT after input of the first character. If the character is deleted with <C> the

PT displays textl again.

This command can be terminated prematurely using the command Abort (06 BO).

|[ECRA PT

© Verband der Terminalhersteller in Deutschland e.V.




ECR-Interface PAOOP015_13.08_en.docx

Tégrﬁinal—Herlsfeller ZVT_Protocol Revision:  13.08
S Page 63 of 199

Commands, Bitmaps, Error Messages

APDU
Control field Length Data block
CLASS INSTR
06 E2 XX [FO<display-duration>] [F1<text line 1>] [F2<text line 2>]
[F3<text line 3>] [F4<text line 4>] [F5<text line 5>] [F6<text line 6>]
[F7<text line 7>] [F8<text line 8>] [F9<beep-tones>] [FB<confirmation>]
[EO<min. length>] [El<text2 line 1>] [E2<text2 line 2>]
[E3<text2 line 3>] [E4<text2 line 4>] [E5<text2 line 5>]
[E6<text2 line 6>] [E7<text2 line 7>] [E8<text2 line 8>]
[E9<max. Length>] [EA<echo>] [EB<MAC>] [06<TLV-container>]
Data block:
Data field Definition
FO display-duration in seconds, 1 byte (not BCD packed), ®08means infinite. de-
fault-value: ®06
F1 textl line 1
F2 textl line 2
F3 textl line 3
F4 textl line 4
F5 textl line 5
F6 textl line 6
F7 textl line 7
F8 textl line 8
F9 number the beep-tones, 1 byte
FB confirmation of the input with <OK> required; ®06= no, otherwise yes, 1 byte ;
default; yes
EOQ min. length of the input; ®06= input not enforced, 1 byte. default-value: ®06
El text2 line 1
E2 text2 line 2
E3 text2 line 3
E4 text2 line 4
E5 text2 line 5
E6 text2 line 6
E7 text2 line 7
E8 text2 line 8
E9 Max. length of the input, 1 byte. default-value: 20 decimal
EA echo the input yes/no; &~F6= echo on, ®06echo off, otherwise display fto for
each digit; 1 byte. default-value: ®16= A #
EB MAC over text 1 and text 2 (BMPs: F1 - F8 and E1 - E8); 8 byte: mandatory
field !

06<TLV-container>: Possible tags are 1F35.

Text encoding:

7-bit ASCII ZVT-Characterset, e.g. FO F3 01 23 45 (FO F3 means 3 byte length, followed by the ASCII-

Codes). Character codes > 127 are displayed according to the 8-bit ZVT-Characterset (CP437, OEM-

us)

1 Note: The encoding of the display text in BMP F1-F8 and E1-E8 must match to current character set of
the PT that can be configured by ECR with tag 14 in Registration command.

1  Switch to larger font: each line can be individually switched to a larger font (height + width) via a pre-fix

control-character A48(ASCII-Code). This reduces the number of lines it is possible to display and also

the number of characters per line.

Each line can be controlled individually. On each line only one font-type can be used.

=A =4 =9

© Verband der Terminalhersteller in Deutschland e.V.




Terminal-HersTeller

ECR-Interface
Z\/T-Protocol

PAOOPO015 13.08 en.docx

Revision:  13.08
Page 64 of 199

Commands, Bitmaps, Error Messages

1 The MAC is a safeguard of the display-text to prevent mis-use of the PT for PIN request. The correct
value for each text can be obtained from the hotline.

=A =4 =8 =4

Note:

The bitmaps are optional.

The illustrated order is variable.
Text-lines not received are shown empty on the display.
If all text-lines are missing the display stays off.

Depending on the PT, the line used for numerical input may not contain text. If so, the PT ignores the corre-
sponding BMP.

Following key-input or if timeout the PT transmits the key-code to the ECR.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 XX <key-codes>
Data block:

1 <key-codes>

Definition of the fields <key-codes>:

Value Definition

a x y z| ASCII-code of the input in hex-notation
1B Abort-key <STOP>

46 Function-/Info-key <F>, <Info> or <?>
31 Function-key <F1>

32 Function-key <F2>

33 Function-key <F3>

34 Function-key <F4>

6C Timeout

A Completion command is not sent.

2.31 Display Text with Numerical Input with DUKPT Encryption (06 E7)

With this command the ECR can cause the PT to display a certain text (textl) on the PT-display and then to
wait for a numerical-input. The number entered is returned to the ECR encrypted with the DUKPT engine. If
this function is called a new DUKPT session key is generated. The terminal can be loaded with a range of 10
different DUKPT engines. The index 0-9 allows the selection.

This command can be terminated prematurely using the command Abort (06 BO).

ECRA PT

APDU

Control field Length

Data block

CLASS | INSTR
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06 E7 XX [FO<display-duration>] [F1<text line 1>] [F2<text line 2>]

[F3<text line 3>] [F4<text line 4>] [F5<text line 5>] [F6<text line 6>]
[F7<text line 7>] [F8<text line 8>] [F9<beep-tones>] [FB<confirmation>]
[EO<min. length>] [E1<text2 line 1>] [E2<text2 line 2>]

[E3<text2 line 3>] [E4<text2 line 4>] [E5<text2 line 5>]

[E6<text2 line 6>] [E7<text2 line 7>] [E8<text2 line 8>]

[E9<max. Length>] [EA<echo>] [EB<MAC>] [22<PAN>] [06<TLV-con-
tainer>]

Data block:

1 See chapter Display Text with Numerical Input (06 E2)

1 22<PAN>: optional PAN for card acceptance matching: if this field is provided PIN format ISO 9564-0 is
used, otherwise PIN format ISO 9564-1 is used.

1 06<TLV-container>: Possible tags are 1F35, Fehler! Verweisquelle konnte nicht gefunden werden..

Following key-input or if timeout the PT transmits the key-code to the ECR.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 XX <key-code> 06<TLV-container>
Data block:

1 <key-code>: 1 byte.
I 06<TLV-container>: Possible tags are 1F32, 1F75.
I Tag 1F75 contains PIN block using format ISO 9564-0 if the provided 22<PAN> is checked against a
track whitelist or ISO 9564-1 if 22<PAN> is missing.

Definition of the field <key-code>:

00 OK
1B Abort-key <STOP>
6C Timeout

A Completion command is not sent.

Response from PT for not successful:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 XX 00 Error-Codes see capter 10

2.32 Display Text with Numerical Input (old version) (06 86)

With this command the ECR can cause the PT to display a certain text (textl) on the PT-display and then to
wait for a numerical-input. The number entered is returned to the ECR. Optionally a second text (text2) may
be sent, which is displayed by the PT after input of the first character. If the character is deleted with <C> the
PT displays textl again.
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Caution:
This command is included to retain downwards-compatibility, for new implementations use Display Text with
Numerical Input (06 E2)!

This command can be terminated prematurely using the command Abort (06 BO).

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 86 XX <display-data>
Data block:

1 <display-data>: Consists of several:

Definition
maximum length of the input, length 1 byte
confirmation required, length 1 byte

confirmation-position, length 2 byte (will be ignored)
start-position for echo of the input, length 1 byte (will be ignored)
text 1, length variable

text 2, length variable

MAC over all previous parameters

1 Format of the text-field: <position><text><00>, the text must always be terminated with binary ®06 <po-
sition> (BCD encoded) isthestart-posi ti on on the display, ao006 i s
reaching the right edge a line is automatically wrapped. For 20 characters per line is 06the left edge of
the second line etc.

The maximum displayable number of characters = maximum. number of characters per line * maximum
number of lines, additional characters will not be displayed.

1 Text encoding: 7-bit ASCII with umlauts. If the ms-bit of a character is set, this generates a beep-tone,
alternatively the character BEL (= ®79 can be sent.

1 The MAC is a safeguard of the display-text to prevent mis-use of the PT for PIN request. The correct
value for each text can be obtained from the hotline.

1 confirmation = ®06means confirmation the input with <OK> not required; other value means confirmation
of the input with <OK> required.

Following key-input or if timeout the PT transmits the key-code to the ECR.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 XX <key-codes>

Definition of the fields <key-codes>:
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Value Definition

a x y z| ASCII-code of the input in hex-notation
1B abort-key <STOP>

46 Function-/Info-key <F>, <Info> or <?>
31 Function-key <F1>

32 Function-key <F2>

33 Function-key <F3>

34 Function-key <F4>

6C timeout

Following the input and its confirmation, or abort or if timeout, the display is cleared.

A Completion command is not sent.

2.33 Display Image (06 FO)

With this command the ECR can cause the PT to display a certain image on the PT-display.

This command cannotbe t er mi nated prematurely using the command
2.33.1 Start

You have to distinguish between the following cases:

- Theimage fits into one APDU.
- Theimage is too big for one APDU and has to be chunked.

Each image data chunk is transmitted in a separate command having the same image-id. This ensures data
integrity of the transmitted image.

Image data chunks are numbered in ascending order from 0 to <chunk-count>-1, whereby the <chunk-count>
is the total number of image data chunks.

ECRA PT
APDU
Control-field Length Data-block
CLASS INSTR
06 FO XX [70<image-id>] [72<image-mime>] [73<image-encoding>]
FO<display-duration> [71<image-size>] [74<chunk-count>] [75<chunk-
index>] 06< TLV-container>
Data block:

1 70<image-id> Mandatory for image data that does not fit into a single APDU, not necessary for a single
APDU image size

71<image-size> Mandatory for image data that does not fit into a single APDU.

72<image-mime> Mandatory for the starting request; see Table 8: Definition of <image-mime>
73<image-encoding> Mandatory for the starting request; see Table 9: Definition of <image-encoding>
74<chunk-count> Mandatory for image data that does not fit into a single APDU, but only for the start-
ing request.

1 75<chunk-index> Mandatory for image data that does not fit into a single APDU.

=A =8 =8 -4
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Tab

1 06<TLV-container>: The only possible tag is 1C carrying the image data.
1 The restrictions on the <image data> size are:
o If the APDU data block length is 1 byte long the image-data container can be up to
A 242 bytes in case of single APDU
A 228 bytes in case of chunked images (starting APDU)
A 241 bytes in case of chunked images (follwing APDUSs)
o If the APDU data block length is 2 bytes long the image-data container can be up to
A 65521 bytes in case of single APDU
A 65507 bytes in case of chunked images (starting APDU)
A 65520 bytes in case of chunked images (follwing APDUS)

Notes:

1 If the ECR sends a new Display Image command or another command which influences the PT dis-
play, the PT displays the new image (or executes the new command) immediately, even before the
display-duration of the initial command has expired.

Image MIME type
Value Description
0 undefined/unknown - MIME is not known/set. In this case, the behavior of the receiver
of an image is undefined and depends on presentation layer that can examine image
content regarding its type. If receiver doesn't accept unknown type or is not able to
properly process the image without this information then it shall return 102 error code.
1 image/qgif
1 information https://en.wikipedia.org/wiki/GIF
1 defined https://tools.ietf.org/html/rfc2045
1 defined https://tools.ietf.org/html/rfc2046
2 image/jpeg
1 information https://en.wikipedia.org/wiki/JPEG
1 defined https://tools.ietf.org/html/rfc2045
1 defined https://tools.ietf.org/html/rfc2046
3 image/png
1 information https://en.wikipedia.org/wiki/Portable_Network_Graphics
1 registered http://www.iana.org/assignments/media-types/image/png
4 imagel/tiff
1 information https://en.wikipedia.org/wiki/Tagged_Image_File_Format
1 defined https://tools.ietf.org/html/rfc3302
5 image/x-icon
1 information https://en.wikipedia.org/wiki/ICO_%?28file_format%29
1 registered http://www.iana.org/assignments/media-types/image/vnd.mi-
crosoft.icon
6 image/webp
9 information https://en.wikipedia.org/wiki/WebP
le 8: Definition of <image-mime>
Image encoding type
Value Description
0 undefined/unknown
1 none - no special encoding has been applied.
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Image encoding type

2

base64
il

information

https://en.wikipedia.org/wiki/Base64

Table 9: Definition of <image-encoding>

2.33.2 Stop previous Display Image

Stops displaying of the previously sent image.

ECRA PT
APDU
Control-field Length Data-block
CLASS INSTR
06 FO 00
2.33.3 Response
The PT responds after successful operation:
PT response:
PT A ECR
APDU
Control-field Length Data-block
CCRC APRC
80 00 00
On unsuccessful operation the PT sends:
PT response:
PT A ECR
APDU
Control-field Length Data-block
CCRC APRC
84 XX 00

xx = corresponding Display Image error-code. See table below:

Error-ID | Error-ID | Definition Meaning in context of Display Im-

(hexa- [ (deci- age command

deci- mal)

mal)

66 102 processing-error (also for problems with card- | Format error or missing mandatory
reader mechanism) data

6B 107 function deactivated (PT not registered) Logout

A0 160 receiver not ready Receiver is busy

FF 255 system error (= other/unknown error) Unknown failure
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Other error codes are described in chapter Error-Messages.

2.34 PIN-Verification for Customer-Card (06 E3)
With this command the PIN-verification for different customer-cards is invoked.

Sequence:

The ECR causes the PT to show a certain text on the display of the PT (textl) and then to wait for a numerical
input (customer-card PIN). Afterwards the inputted number is compared to a pre-defined encrypted number
from the ECR (encrypted Customer-card-PIN). Optionally a second text (text2) can be supplied which the PT
displays after the first digit is inputted. If the digits are deleted <C> the PT displays textl again.

The inputted digits are shown as a*é.

This command can be terminated prematurely using the command Abort (06 BO).

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 E3 XX <parameter-list>
Data block:

1 <parameter-list> consists of several fields, whereby each field is preceded by a bitmap

Definition of the fields <parameter-list>:

Data field Definition

FO display-duration in seconds, 1 byte (not BCD packed), ®06means infinite. default-
value: ®006

F1 text line 1

F2 text line 2

F3 text line 3

F4 text line 4

F5 text line 5

F6 text line 6

F7 text line 7

F8 text line 8

F9 number the beep-tones, 1 byte

FB confirmation of the input with <OK> required; ®06= no, otherwise yes, 1 byte

EO Min. length of the input; confirmation required ®06= input not enforced, 1 byte. de-
fault-value: ®06

El text2 line 1

E2 text2 line 2

E3 text2 line 3

E4 text2 line 4

E5 text2 line 5

E6 text2 line 6

E7 text2 line 7

E8 text2 line 8

E9 Max. length of the input, 1 byte. default-value: 20 decimal
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Data field Definition
EA echo the input yes/no; ¢-F6= echo on, ®06echo off, otherwise display ffofor each
digit; 1 byte. default-value: ®06= 0
DO algorithm-ID, 1 byte binary
D1 card offset/PIN-data, LLVAR-encoded, binary
D3 DUKPT key identifier, 1 byte

Text encoding:

=A =4

7-bit ASCII ZVT-Characterset, e.g. FO F3 01 23 45 (FO F3 means 3 byte length, followed by the ASCII-

Codes). Character codes > 127 are displayed according to the 8-bit ZVT-Characterset (CP437, OEM-

us)

1 Note: The encoding of the display text in BMP F1-F8 and E1-E8 must match to current character set of

the PT that can be configured by ECR with tag 14 in Registration command.

=A =4

Switch to larger font: each line can be individually switched to a larger font (height +width) via a pre-fix

control-character A46(ASCII-Code). This reduces the number of lines it is possible to display and also

the number of characters per line.

Each line can be controlled individually. On each line only one font-type can be used.
1 Algorithm-key: depending on the card used, different algorithms are used for calculating the customern-

PIN. These are listed below.

algorithm-1D fleet-card
0x00 Hectronic

0x01 Venture Card
0x02 UTA

0x03 BICA

0x04 Proeda

0x05 Wayne Dresser
0x06 Shell

0x07 LeasePlan
0x08 DKV classic
0x09 Huth

0x0A LOMO

0x0B frei & flott

0x13 BICA 2

0x14 DataStandards CH
0x24 ESSO MK2
0x25 EuroShell

0x38 BFT

0x46 DKV Selection Card
0x56 DEA/DEKRA
0x57 DUKPT

Note:

Depending on the PT, the line used for numerical input may not contain text. If so, the PT ignores the corre-

sponding BMP.

Following customer-card PIN input the PT compares the entered customer-card PIN with the encoded PIN

from the command call.
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Response from PT for valid PIN:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 XX [06<TLV-container>]
Data block:
1 06<TLV-container>: Possible tags are 1F31, 1F32.
Response from PT for invalid PIN:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 37 00
Response from PT for not successful PIN entry:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 XX XX 06<TLV-container>
Data block:

I 06<TLV-container>: Possible tags are 1F16.

Possible values for APRC:

0x6C | Abort or timeout

0x85 | Key missing

Following the input and its confirmation, or abort or if timeout, the display is cleared.

A Completion command is not sent.

2.35 PIN-Verification for Customer-Card (old version) (06 87)

With this command the PIN-verification for different customer-cards is invoked.

Sequence:

The ECR causes the PT to show a certain text on the display of the PT (textl) and then to wait for a numerical
input (customer-card PIN). Afterwards the inputted number is compared to a pre-defined encrypted number
from the ECR (encrypted Customer-card-PIN). Optionally a second text (text2) can be supplied which the PT
displays after the first digit is inputted. If the digits are deleted <C> the PT displays textl again.

The inputted digits are shown as 66

Caution:

This command is included to retain downwards-compatibility, for new implementations use PIN-Verification for

Customer-Card (06 E3)!
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This command can be terminated prematurely using the command Abort (06 BO).

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 87 XX <parameter-list>
Data block:

1 <parameter-list> consists of several fields.

Definition
algorithm-Key, length 1 byte
PIN-length, length 1 byte
confirmation PIN required, length 1 byte, 00 = no; otherwise yes
start-position for echo of the input, length 1 byte (will be ignored)
PIN-request text, length variable; format 00<Text>00
driver-code length, length 1 byte, optional

confirmation driver-code required, length 1 byte, 00 = no; otherwise
yes, optional

start-position driver-code for echo the driver-code-Input, length 1
byte (will be ignored), optional

driver-code request text, length variable; format 00<Text>00, op-
tional

cards-specific data for checking the customer-card PIN, length var-
iable (see card-issuer specification)

algorithm-key: dependent of the card used(PIN-verification for customer-card)

format of the text-field: 00<Text>00, the text must always begin and end with binary ®06

Text encoding: 7-bit ASCII with umlauts. If the ms-bit of a character is set, this generates a beep-tone,

alternatively the character BEL (= ®79 can be sent.

1 <position> (BCD encoded) is the start-position on the display, ®06dis the first line (from top) left edge; on
reaching the right edge a line is automatically wrapped. For 20 characters per line is @06the left edge of
the second line etc.

The maximum displayable number of characters = max. number of characters per line * max. number of
lines, additional characters will not be displayed.

1 driver-code: the fields which relate to the driver-code (driver-code length, confirmation driver-code, start-
position driver-code, driver-code request-text), are optional (dependent on the card used). However, if
the driver-code has to be reuested then all the fields must be present.

1 Check-data: the use of check-data is dependent on the card

=A =

Note:
Depending on the PT, the line used for numerical input may not contain text. If so, the PT ignores the corre-
sponding BMP.

Following customer-card PIN input the PT compares the entered customer-card PIN with the encoded PIN
from the command call.
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Response from PT for valid PIN:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 XX <driver-code>
Data block:
1 <driver-code>, optional
Response from PT for invalid PIN:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 37 00
Response from PT for abort or timeout:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 6C 00

Following the input and its confirmation, or abort or if timeout, the display is cleared.

A Completion command is not sent.

2.36 Select Language (08 30)

With this command the ECR selects the language in the PT.

2.36.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 30 01 <language >
Data block:

1 <language-number>: 1 byte. See Table 10: Definition of <language>.

language Definition
0x00 German (=factory-setting)
0x01 English
0x02 French
0x03 Italian
0x04 Hungarian
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language Definition
0x05 Slovenian
0x06 Spanish
0x07 Czech
0x08 Swedish
0x09 Dutch
O0x0A Polish
0x0B Slovak
0x0C Danish
0x0D Greek
O0x0E Portuguese
OxOF Lithuanian
Table 10: Definition of <language>

Notes:
1 The chosen language remains set even after an off/on sequence.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.36.2 Completion

Following the language switch the PT sends a Completion command:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.37 Software-Update (08 10)

With this command ECR causes the PT to make a connection to the TCS.
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2.37.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 10 XX [06<TLV-container>]
Data block:

1 06<TLV-container>: Possible tags are OF.
1 Using tag OF an assignment-number can be given to the PT, which enables further sequence-control
during the call from PT to TCS.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.37.2 Data-Transmission:

For this purpose the PT makes an online-connection to the TCS. This takes place i depending on configuration
of the PT and ECR i either over a communication module in the PT or over a communication module con-
nected to the ECR (see chapter Transmit Data via Dial-Up (06 D9) and chapter Receive Data via Dial-Up (06
DA)).

Note:

If the PT makes the connection to TCS via a communication module in the PT as opposed to a communication
module connected to the ECR, the PT sends the Completion command before the update (depending on
implementation before or after the successful connection to TCS). This ensures that the ECR is not blocked
during the total time of the software-update.

2.37.3 Completion

Subsequently the PT terminates the process via Completonwh er eupon t he ECR reerei ves
rightso:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF XX 27<result-code> 0C<time> AA<date>

If the PT switches intermediately into Transparent-Mode then no Completion command is sent at the end
(see chapter Transparent-Mode (06 DD)).
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ECR response:

ECR A PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
In error-case the PT responds with an Abort:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:

I <result-code>: 1 byte. See chapter Error-Messages.

ECR response:

ECRA PT

APDU

Control field

Length

Data block

CCRC APRC

80 00

00

Note:

In error-case (i.e. <result-code>is n ot

beginning the secure that software-update is successfully carried out.

2.38 Read File (08 11)

e g 004 the ECR cah start the sequence once again from the

With this command the ECR causes the PT to send a file (e.g. the merchant-journal) to the ECR.

2.38.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 11 XX 06<TLV-container>
Data block:

1 06<TLV-container>: Possible tags are 2D (multiple, each with a subtag 1D and optional 1E).
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PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00
2.38.2 Transmission
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
04 OF XX [06<TLV-container>]
Data block:

1 06<TLV-container>: Possible tags are 2D (multiple, each with tags 1C, 1D, and optional 1E, 1F00).

ECR response:

ECRA PT

APDU

Control field Length Data block

CCRC APRC

80 00 00

ECR response in error-case:

ECRA PT

APDU

Control field Length Data block

CCRC APRC

84 <result- 00
code>

The <result-code> is defined in chapter Error-Messages.

2.38.3 Completion

Subsequently the PT terminates the process via Completonwh er eupon t he
rightso:

ECR

recei ves

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF XX 27<result-code>
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ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

In error-case the PT responds with an Abort instead of Completion (06 OF):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:
I <result-code>: 1 byte. See chapter Error-Messages.
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
Note:

1 Inerror-case (i.e. <result-code>i s

ning.

2.39 Delete File (08 12)

not

@0 thezECR dtants thie sequence again from the begin-

With this command the ECR causes the PT to delete a file (e.g. the merchant-journal).

2.39.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 12 XX [06<TLV-container>]
Data block:

1 06<TLV-container>: Possible tags are 1D (several).
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PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.39.2 Completion

Subsequently the PT terminates the process via Completionwh er eupon
rightso:

t

he ECR receives

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF XX 27<result-code>
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

In error-case the PT responds with an Abort instead of Completion (06 OF):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:
1 <result-code>: 1 byte. See Error-Messages
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
Note:
1 Inerror-case (i.e. <result-code>i s not @dthesECR gtaots thle sequence again from the begin-
ning.

1 The file will only be deleted if the ECR acknowledges the Completion with 80-00.
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2.40 Change Configuration (08 13)

With this command the ECR provides manufacturer specific configuration information to the PT and may also
trigger a re-configuration procedure when applicable.

2.40.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 13 XX 06<TLV-container>
Data block:

1 06<TLV-container>: Possible tags are 2D (multiple, each at least with a tag 1C containing the actual
configuration information (representation and meaning are manufacturer-specific)).

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.40.2 Completion

After applying the provided configuration the PT terminates the process via Completion whereupon the ECR
receives backi gihhtesd:master

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF XX 27<result-code>
ECR response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

In error-case the PT responds with an Abort instead of Completion (06 OF):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:
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1 <result-code>: 1 byte. See chapter Error-Messages.

ECR response:

ECR A PT
APDU
Control field Length Data block
CCRC APRC

80 00 00
Note:
1 Inerror-case (i.e. <result-code>i s not @dthesECR gtants thle sequence again from the begin-

ning.

2.41 Write File (08 14)

With this command, the ECR causes the PT to receive one or more files from the ECR.

2.41.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 14 XX <Service-PW> 06<TLV-container>
Data block:

06<TLV-container>: Possible tags are 2D (multiple, each with subtag 1D or 1F80, 1F00 and 1F81)

1 Each Tag 2D refers to a single file to be transferred to the PT
0 Subtag 1D specifies a file-ID for which the PT recognizes file name and location for the file.
0 Subtag 1F80 specifies a filename (optional with path information). This subtag can be sent
alternatively to 1D.
0 Subtag 1F00 specifies the total byte length of the file.
0 Subtag 1F81 MIME type, optionally

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00
2.41.2 PT request
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
04 0C XX 06<TLV-container>
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Data block:

06<TLV-Container>: Possible tag is 2D (single, with subtag 1D and 1E)

1 Tag 2D refers to the file to be sent next.

0 Subtag 1D file ID (provided by the ECR in the start request, optional, if only 1 file is trans-

ferred)

0 Subtag 1F80 specifies a filename, alternatively to 1D (optional, if only 1 file is transferred)
0 Subtag 1E indicates the byte offset of the next block to be sent by the ECR (mandatory)
0 Subtag 1F00 specifies the total byte length of the file (provided by the ECR in the start re-

quest, optional)
o0 Subtag 1F81 MIME type, (provided by the ECR in the start request, optional)

2.41.3 Transmission

PT A ECR

APDU
Control field Length Data block
CLASS INSTR
80 00 XX 06<TLV-container>
Data block:

06<TLV-Container>: Possible tag is 2D (single, with subtag 1C, 1D, and optional 1F80, 1E, 1F00)

I Tag 2D refers to the file to be sent next.
0 Subtag 1C specifies a file-block (mandatory)
0 Subtag 1E indicates the byte offset of the block, which is sent by the ECR (mandatory)

0 Subtag 1D file-ID (provided by the ECR in the start request, optional, if only 1 file is trans-

ferred)

0 Subtag 1F80 specifies a filename, alternatively to 1D (optional, if only 1 file is transferred)
0 Subtag 1F00 specifies the total byte length of the file (provided by the ECR in the start re-

quest, optional)
o0 Subtag 1F81 MIME type, optionally (provided by the ECR in the start request, optional)

File data (Subtag 1C) is sent as block starting at requested offset (Subtag 1E).
Block size may by chosen in any size and should be optimized for the reliability of the transport layer. Last
block may be truncated to meet the effective length of the file (no padding).

Steps 1.2 and 1.3 as above are repeated until all data blocks have been transferred.

If the PT recognizes a transmission error during block transfer, it may request a repetition of the affected block
up to three times. Repetition is indicated by the PT by requesting the same byte offset from the ECR as the

previous block had.

ECRmustc hec k

t

he blockds byte offset f

or

each PT

request

Command ends up in completion sequence when the PT has received the last block for the last file successfully
(offset 1E + data length of 1C = file length 1F00).
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2.41.4 Completion

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECR A PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

In error-case the PT responds with an Abort instead of Completion (06 OF):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:
1 <result-code>: 1 byte. See chapter Error-Messages.
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.42 Tax Free (06 0A)

Tax Free is the elimination of income tax liability on accumulated investment earnings. By issuing this com-
mand, the PT prints a cheque for tax refund through Global Refund for Non-EU-citizens. This cheque needs
to be filled out and signed by the merchant and the customer in order to be valid. Since this command needs
a printout according to the rules of Global Refund, the function can only be used on PTs fitted with a printer
and printing on the PT enabled.

2.42.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 0A XX [04<amount>]
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PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.42.2 Completion

Subsequently the PT terminates the process via Completion whereupon the ECRreceivesback t he fAmast

rightso:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

In error-case the PT responds with an Abort instead of Completion (06 OF):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block

1 <result-code>: 1 byte. See chapter Error-Messages.

ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.43 Send Turnover Totals (06 10)

With this command the ECR causes the PT to send an overview about the stored transactions.
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2.43.1 Start
ECR A PT
APDU
Control field Length Data block
CLASS INSTR
06 10 03 <password>
Data block:
1 <password>: See chapter Password.
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.43.2 Status-Information

The PT responds with the Status-Information after End-Of-Day / Send Turnover Totals:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
04 OF XX [27<result-code>] [<transaction-data>]
Data block:

I <transaction-data>: See chapter Status-Information after End-Of-Day / Send Turnover Totals.

ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.43.3 Completion

Subsequently the PT terminates the process via Completion whereupon the ECR receives backt h e

fimaster

rightso:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00

ECR response:

|[ECRA PT
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APDU
Control field Length Data block
CCRC APRC
80 00 00
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In error-case the PT responds with an Abort instead of Completion (06 OF):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:
1 <result-code>: 1 byte. See chapter Error-Messages.
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
2.44 Reset Terminal (06 18)
With this command the ECR causes the PT to restart.
2.44.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 18 00
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.44.2 Completion

recei ves

Subsequently the PT terminates the process via Completionwh er eupon t he ECR
rightso:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
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ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.45 Print System Configuration (06 1A)

With this command the ECR causes the PT to print its system information to the print target defined in Regis-
tration (06 00).

2.45.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 1A 00
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.45.2 Receipt-Printout
If the PT function ECR-Receipt is activated (= setting in PT, that the ECR assumes the print-function), then

the PT transmits the receipt line-by-line to the ECRusing/Rr i nt Linefi Commands (see
D1)). Alternatively the receipt printout is carried out using the Rrint Text-Bl oc ki Command ( see

line (06 D3)). Alternatively the PT prints the receipt on its own printer.

2.45.3 Completion

ch
ch

Subsequently the PT terminates the process via Completionwh er eupon the ECR rec-eives

rightso:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
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ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.46 Set/Reset Terminal-ID (06 1B)

With this command the ECR causes the PT to set or reset the terminal identifier. The command will only be

executed, if the turnover storage is empty e.g. after an end of day command.

2.46.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 1B XX <password>[29<terminal ID>]
Data block:

1 <password>: See chapter Password.
1 29<terminal ID: If present the content becomes the new terminal identifier.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.46.2 Completion

Subsequently the PT terminates the process via Completionwh er eupon t he ECR
rightso:

recei ves

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

© Verband der Terminalhersteller in Deutschland e.V.



ECR-Interface PAOOP015_13.08_en.docx

Té&ﬁinal-Her‘;feller ZVT_Protocol Revision:  13.08
‘ Page 91 of 199

Commands, Bitmaps, Error Messages

In error-case the PT responds with an Abort instead of Completion (06 OF):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:

1 <result-code>: 1 byte. See chapter Error-Messages.

ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.47 Send offline Transactions (06 51)

With this command the ECR causes the PT load off eventually stored offline transactions to the host. It does
not imply an end of day command.

2.47.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 51 03 <password>
Data block:
1 <password>: See chapter Password.
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.47.2 Completion

Subsequently the PT terminates the process via Completion whereupon the ECR receives backthe i ma st e r
rightso:
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PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECR A PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

In error-case the PT responds with an Abort instead of Completion (06 OF):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:
1  <result-code>: 1 byte. See chapter Error-Messages.
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.48 Selftest (06 79)

With this command the ECR causes the PT start a self test and print it's system information to the print target
defined in Registration (06 00).

2.48.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 79 00
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PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.48.2 Completion

Subsequently the PT terminates the process via Completionwh er eupon
rightso:

t

he ECR receives

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

In error-case the PT responds with an Abort instead of Completion (06 OF):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:
I <result-code>: 1 byte. See chapter Error-Messages.
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.49 Change Password (06 95)

With this command the ECR can change the merchant password required for some ZVT commands to the PT

(see chapter Password).
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2.49.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 95 06 <old password> <new password>
Data block:

1 <old password>: 3 bytes, BCD. The old password.
1 <new password>: 3 bytes,BCD. The new password to be set.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.49.2 Completion

Subsequently the PT terminates the process via Completionwh er eupon

t

he ECR receives

rightso:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF XX 27<result-code>
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

In error-case the PT responds with an Abort instead of Completion (06 OF):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:

1  <result-code>: 1 byte. See chapter Error-Messages.
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ECR response:

ECR A PT
APDU
Control field Length Data block
CCRC APRC

80 00 00
Note:
1 Inerror-case (i.e. <result-code>i s not @dthesECR gtants thle sequence again from the begin-

ning.

2.50 Start OPT Action (08 20)

With this command the ECR causes the PT to make a connection to the Personalisation-System to start an
OPT-action.

2.50.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 20 00
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.50.2 Transaction

Following the response the PT begins with the transaction.

For this purpose the PT makes an online-connection to the PS. This takes place i depending on configuration
of the PT and ECR i either over a communication module in the PT or over a communication module con-
nected to the ECR (see chapter Transmit Data via Dial-Up (06 D9) and chapter Receive Data via Dial-Up (06
DA)).

2.50.3 Intermediate Status-Information

If the ECR requested Intermediate Status-Information during Registration, the PT regularly sends Intermediate
Status to the ECR in order to re-start the timeouts.
Only during the actual data-transfer is no Intermediate Status transmitted.

2.50.4 Receipt-Printout

After the transaction the Receipt-Printout takes place. If the PT function ECR-Receipt is activated (= setting
in PT, that the ECR assumes the print-function), then the PT transmits the receipt line-by-line to the ECR using
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Print Lined Commands (see chapter Print line (06 D1)).
the ®rint Text-B |1 oc k i C (seemhampted Print line (06 D3)).

2.50.5 Completion

Subsequently the PT terminates the process via Completonwh er eupon t he ECR receives
rightso:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 0A 27<result-code> 0C<time> AA<date>
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
In error-case the PT responds with an Abort:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:

1  <result-code>: 1 byte. See chapter Error-Messages.

ECR response:
ECRA PT
APDU

Control field Length Data block
CCRC APRC
80 00 00

Note:
1 Inerror-case (i.e. <result-code>i s not @gthesECR dtants thie sequence again from the begin-
ning to ensure that the OPT-action is successfully carried out.

2.51 Set OPT Point-in-Time (08 21)

With this command the ECR sets the point-in-time for the next OPT-Action in the PT.
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2.51.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 21 0B <password> AA<date> 0C<time>
Data block:

1 <password>: See chapter Password.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.51.2 Completion

After setting the OPT Point-in-Time the PT sends a Completion command:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

If the cannot set the OPT Point-in-Time (e.g. because Pre-Initialisation was not yet executed) the PT responds
with command Abort instead of Completion.

2.52 Start OPT Pre-Initialisation (08 22)

With this command the ECR causes the PT to make a connection to the Personalisation-System to start an

OPT Pre-Initialisation.
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2.52.1 Start
ECR A PT
APDU
Control field Length Data block
CLASS INSTR
08 22 00
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.52.2 Transaction:

Following the response the PT begins with the transaction.

For this purpose the PT makes an online-connection to the PS. This takes place i depending on configuration
of the PT and ECR i either over a communication module in the PT or over a communication module con-
nected to the ECR (see chapter Transmit Data via Dial-Up (06 D9) and chapter Receive Data via Dial-Up (06
DA)).

2.52.3 Intermediate Status-Information

If the ECR requested Intermediate Status-Information during Registration, the PT regularly sends Intermediate
Status to the ECR in order to re-start the timeouts.
Only during the actual data-transfer is no Intermediate Status transmitted.

2.52.4 Receipt-Printout

After the transaction the Receipt-Printout takes place. If the PT function ECR-Receipt is activated (= setting
in PT, that the ECR assumes the print-function), then the PT transmits the receipt line-by-line to the ECR using

» rvi nt Linefd Co mer@nntlise ({6DE)e Altertatively the receipt printout is carried out using
the rint Text-Bl ocki Command (see chapter Print |ine (06
2.52.5 Completion

Subsequently the PT terminates the process via Completonwh er eupon t he ECR

rightso:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 0A 27<result-code> 0C<time> AA<date>
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ECR response:

ECR A PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
In error-case the PT responds with an Abort:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:

1 <result-code>: 1 byte. See chapter Error-Messages.

ECR response:

ECRA PT

APDU

Control field Length Data block

CCRC APRC

80 00 00

Note:

1 Inerror-case (i.e. <result-code>i s not @dthesECR gtaots thie sequence again from the begin-

ning to ensure that the OPT-action is successfully carried out.

2.53 Output OPT-Data (08 23)

With this command the ECR can obtain the stored OPT-data from the PT.

2.53.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 23 03 <password>
Data block:

1 <password>: See chapter Password.
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PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.53.2 Output of OPT-Data

The PT prints the OPT-Data on the printer. If the PT is configured such that, that OPT-Data should be printes
on the ECR then the PT send Print-Line commands.

2.53.3 Completion

Following output of the OPT-Data the PT sends a Completion command:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

If the PT has no stored OPT-Data then the PT responds with command Abort instead of Completion.

2.54 OPT Out-of-Order (08 24)

With this command the ECR causes the PT to start OPT-Out-of-Order.

2541 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 24 00
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00
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2.54.2 Transaction:

Following the response the PT begins with the transaction.

For this purpose the PT makes an online-connection to the PS. This takes place i depending on configuration
of the PT and ECR i either over a communication module in the PT or over a communication module con-
nected to the ECR (see chapter Transmit Data via Dial-Up (06 D9) and chapter Receive Data via Dial-Up (06
DA)).

2.54.3 Intermediate Status-Information

If the ECR requested Intermediate Status-Information during Registration, the PT regularly sends Intermediate
Status to the ECR in order to re-start the timeouts.
Only during the actual data-transfer is no Intermediate Status transmitted.

2.54.4 Receipt-Printout

After the transaction the Receipt-Printout takes place. If the PT function ECR-Receipt is activated (= setting
in PT, that the ECR assumes the print-function), then the PT transmits the receipt line-by-line to the ECR using
Print Linefi Commands (see chapter Print Iine (06 D1)).
the Print TextBl ockid Command (see chapter Print line (06 D3)).

2.54.5 Completion

Subsequently the PT terminates the process via Completonwh er eupon the ECR receives
rightso:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 0A 27<result-code>
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
In error-case the PT responds with an Abort:
PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 1E 01 <result-code>
Data block:

1  <result-code>: 1 byte. See chapter Error-Messages.
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ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00
Note:

1 Inerror-case (i.e. <result-code>i s not @dthesECR gtants thle sequence again from the begin-
ning to ensure that the OPT-action is successfully carried out.

2.55 Activate Service-Mode (08 01)

With this command the ECR switch the PT into Service-Mode. In Service-Mode the PT displays the configu-
ration-menu.

2.55.1 Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 01 XX [<password>[03<service-byte>]]
Data block:

1 <password>: See chapter Password.
1 03<service-byte>: See Table 11: Definition of <service-byte>. If <service-byte> is sent then <password>
must also be sent.

Service-byte Definition

XXXX XXX1 The PT service-menu of the PT may not be displayed against the function-key on the PT.

XXXX XXX0 The PT service-menu of the PT may be displayed against the function-key on the PT.

Rest RFU

Table 11: Definition of <service-byte>

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.55.2 Service-Mode

Subsequently the PT shows the menu on its display. The operator can now execute different functions on the
PT. As long as the PT is in Service-Mode it is the master.

In Service-Mode the PT can send Dial-Up commands, Print-Line commands and Intermediate Status-Infor-
mation.
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Caution:

If the PT does not send any command to the ECR within timeout T4 the ECR assumes that the PT no longer
functional and will not react to any further commands from the PT. To avoid this, the PT should periodically
send Intermediate Status-Information (where necessary with changed T4 value) to the ECR.

2.55.3 End Service-Mode

As soon as the operator leaves the menu, the Service-Mode will be ended.

Note:
Following long-lasting events (e.g. software-update) the PT sends the Completion command independently so
that a service-technician does not have to remain at the PT until the end of the event.

2.55.4 Completion

To terminate the Service-Mode the PT sends a Completion command:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
ECR response:
ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

The ending of the Service-Mode causes the PT to exit the Service-Menu and the ECR and PT set timeout T4
back to the default value.

Note:

If the PT makes the connection to TCS via a communication module in the PT as opposed to a communication
module connected to the ECR, the PT sends the Completion command before entering the Service-Mode.
This ensures that the ECR is not blocked during the total time of the Service-Mode.

2.56 Status-Enquiry (05 01)

With this command the ECR can request the Status of the PT allow the PT to carry out time-controlled events
(e.g. OPT-actions or End-of-Day). To allow time-controlled events on the PT to be executed punctually the
ECR should send Status-Enquiries as often as possible (every minute or more frequently).
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2.56.1 Start
ECR A PT
APDU
Control field Length Data block
CLASS INSTR
05 01 XX [<password>[03<service-byte>][06<TLV-container>]]

Data block:
1 <password>: See chapter Password.

1 03<service-byte>: SeeTable 12: Definition of <service-byte> Table 11: Definition of <service-byte>. If

<service-byte> is sent then <password> must also be sent.

Service-byte Definition

XXXX XXX1 The PT service-menu of the PT may not be displayed against the function-key on the PT.

XXXX XXX0 The PT service-menu of the PT may be displayed

against the function-key on the PT.

XXXX XX1X Do NOT send SW-Version in Completion command

XXXX XXOX Do send SW-Version in Completion command, default if no service-byte sent

XXXX XOXX Do not send further status information in the completion (TLV-container).

XXXX XXX Send further status information in the TLV-container of the completion.

All other RFU

Table 12: Definition of <service-byte>
1 06<TLV-container>: Possible tags are: 1F72, 1F76, 1F78.

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.56.2 Transaction:

If the PT does not wish to start any events it sends a Completion command, otherwise it sends other commands
(Dial-Up commands, Print-Line commands and Intermediate Status-Information).

For this purpose the PT makes an online-connection. This takes place i depending on configuration of the PT
and ECR i either over a communication module in the PT or over a communication module connected to the
ECR (see chapter Transmit Data via Dial-Up (06 D9) and chapter Receive Data via Dial-Up (06 DA)).

Until the Completion command is sent the PT is the Master. If the PT switches intermediately into Transparent-

Mode then no Completion command is sent at the end (see chapter

2.56.3 Intermediate Status-Information

Transparent-Mode(06 DD)).

If the ECR requested Intermediate Status-Information during Registration, the PT regularly sends Intermediate

Status to the ECR in order to re-start the timeouts.

Only during the actual data-transfer is no Intermediate Status transmitted.

© Verband der Terminalhersteller in Deutschland e.V.




ECR-Interface

PAOOPO015 13.08 en.docx

Té&ﬁinal-Her‘;feller ZVT_Protocol Revision:  13.08
‘ Page 105 of 199

Commands, Bitmaps, Error Messages

2.56.4 Receipt-Printout

After the transaction the Receipt-Printout takes place. If the PT function ECR-Receipt is activated (= setting
in PT, that the ECR assumes the print-function), then the PT transmits the receipt line-by-line to the ECR using

rint Linedi Commands (see chapter Print line (06
the ®rint TextBl ockfi Command (see chapter Print line (06
Caution:

If the PT does not send any command to the ECR within timeout T4 the ECR assumes that the PT no longer
functional and will not react to any further commands from the PT. To avoid this, the PT should periodically
send Intermediate Status-Information (where necessary with changed T4 value) to the ECR.

2.56.5 Completion

To terminate the Status-Enquiry the PT sends a Completion command:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF XX [<SW-version>] <terminal status-code> [06<TLV-container>]
Data block:

1 <SWo-version>: LLLVAR, 7-bit ASCII with umlauts. The software-version of the PT, optional in depend-
ency with the service-byte of the calling commands from the ECR.

<terminal status-code>: 1 byte. See chapter Terminal Status Codes.

06<TLV-container>: Possible tags are 1F44, 1F54, 1F55, 1F56, 1F59, E4 (containing subtags 1F40,
1F41, 1F42, 1F43), E7 (containing subtags 1F57, 1F58), multiple 33 (containing subtags Fehler! Ver-
weisquelle konnte nicht gefunden werden., 1F32) for each loaded DUKPT SMID, 1F79, 34 and 35
(containing sub-tags 1FOE and 1FOF)

1 The TLV-container is sent if the service-byte is set to Xxxx X1xx.

il
f

ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

Following termination of the Status-Enquiry the ECR and PT set timeout T4 back to the default setting.

2.57 Change Baudrate (08 40)

2.57.1 The ECR can change the communication baud rate with this command if a serial connection is

used. Start
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 40 01 <baudrate>
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Data block:

1 <baudrate>: 1 byte. See Table 13: Definition of <baudrate>.

Baudrate |Definition
0 9600 Baud
1 19200 Baud
2 RFU
3 RFU
4 RFU
5 RFU
6 57600 Baud
7 115200 Baud

Table 13: Definition of <baudrate>

2.57.2 Response

If the PT can change the baud rate it responds using the old baud rate:

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

Subsequently the baud rate is changed. The PT can accept commands in the new baud rate 2s after sending
the response. If ZVT over IP is used the PT can ignore the command respond with 80 00.

If the PT cannot change the baud rate it responds using the old baud rate with:

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 7D 00
Ori if incorrect baudrate 7 with:
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 FD 00

An explicit Completion does not occur.
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2.58 Top-Up Prepaid-Cards (06 09)

With this command the PT is instructed to top-up prepaid-cards.

Sequence of Prepaid Top-Up:

1. Start via call from ECR
2. The PT checks whether the top-up amount is valid for this prepaid-card
3. The PT reads the card, in case of top-up or card-payment
4. The PT executes the transaction
5. Depending on the configuration the PT sends Intermediate Status-Information during the transaction to

the ECR, so that it knows that the transaction is still running
6. Release Card (possibly earlier depending on card-reader /payment-type)
7. The PT sends a Status-Information with the result of the card-payment (successful or not successful)
8. The PT sends a Status-Information with the result of the top-up (successful or not successful)
9. Receipt-Printout
10. Completion of the payment/top-up
2.58.1 Start
ECRA PT

APDU
Control field Length Data block
CLASS INSTR
06 09 XX <prepaid-card-ID> <payment-mode> 04<amount> [49<CC>] [19<pay-

ment-type>] [3D<password>][2D<track 1 data>] [23<track 2 data>]
[24<track 3 data>][8A<card type>][06<TLV-container>]

Data block:

|l

E R N

<prepaid-card-1D>: 2 byte, BCD with leading zeros. Specifies the card type identifier of the network oper-
ators for the prepaid-card to be charged.

<payment-mode>: 1 byte. See Table 14: Definition of <payment-mode>.

3D<password>: Mandatory for cash-payment, optional for card-payment.

06<TLV-container>: Possible tags are 41, 1F15.

For cards which cannot identified by the BIN, like CUP, the card type has to be sent with the command.
Therefor the BMP 8Aor TLV tag 41 is used.

Payment- | Definition
mode
01 Top-up via card-payment
02 Top-up via cash-payment
03 Top-up via card-payment, card-payment was completed

Table 14: Definition of <payment-mode>

PT response:

PT A ECR

APDU

Control field Length Data block

CCRC APRC

80 00 00

The PT proceeds with the top-up sequence.
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2.58.2 Check the Top-Up Amount

If the top-up amount is not permissible for this prepaid-card the PT terminates the process with:

Command vom PT:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
06 1E XX 6F [49<CC>] <top-up amounts>
Data block:

1 6F: Error number for invalid top-up amount.
1 <top-up amounts>: Consists of one or several permissible top-up amount, each specified as
O4<amount>.

ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.58.3 Read Card

If the ECR transferred no card-data and the top-up should take place via card-payment, the PT waits for a card
(chip or magnet-strip) from the customer.

The PT ascertains via the possibly pre-determined payment-type, the card-type, the limits in PT and the pro-
cedure-selection of the Merchant whether the magnet-stripe or the chip on the card should be used for the
payment (sequence see chapter Authorization (06 01)).

2.58.4 Transaction

Subsequently the PT begins with the transaction (top-up or cash-payment) or the transactions (card-payment
and top-up).

For this purpose the PT makes an online-connection to the host. This takes place i depending on configuration
of the PT and ECR 1 either over a communication module in the PT or over a communication module con-
nected to the ECR (see chapter Transmit Data via Dial-Up (06 D9) and chapter Receive Data via Dial-Up (06
DA)).

2.58.5 Intermediate Status-Information

If the ECR requested Intermediate Status-Information during Registration, the PT regularly sends Intermediate
Status to the ECR.

2.58.6 Release Card

If the card is still in the card-reader, the PT releases it.
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2.58.7 Status-Information Card-Payment

The PT responds after the payment-procedure with the Status-Information for the card-payment (not for top-
up via cash-payment):

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
04 OF XX 27<result-code> <transaction-data>
Data block:

I <transaction-data>: See chapter Status-Information (04 OF).

The ECR response is carried out according to chapter Authorization (06 01).

2.58.8 Status-Information Top-Up
The PT responds after the Top-Up with the Status-Information for the Top-Up:

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
04 OF XX 27<result-code><transaction-data>
Data block:

1 <transaction-data>: See chapter Status-Information (04 OF).

The ECR response is carried out according to chapter Authorization (06 01).

2.58.9 Receipt-Printout

Subsequenty the Receipt-Printout takes place, also if the authorisation failed. If the PT function ECR-Receipt

is activated (= setting in PT, that the ECR assumes the print-function), then the PT transmits the receipt line-

by-line to the ECR using & r i nt LinedAi Commands (see chapter Print i
printout is carried out using the Arint TextBl oc ki Command (see chapter Print |

The Receipt-Printout should not be generated from data of the Status-Information by the ECR itself.

2.58.10 Completion

If card-payment and top-up were successful or for cash-payment the top-up was successful the PT terminates
the process via Completonwh er eupon the ECR receigbdssback the fAmaste

PT A ECR
APDU
Control field Length Data block
CLASS INSTR
06 OF 00
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ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

If the card-payment failed or if the top-up process failed for cash-payment the PT sends the command Abort
wherebyt he ECR receivesrbgkhksdhe fimaster

PT A ECR
APDU
Control field Length Data block
CCRC APRC
06 1E XX <result-code> [<CC>]
Data block:

I <result-code>: 1 byte. See chapter Error-Messages.
1 <CC>: The currency code of the PT is only sent with result-code &F6 The PT only sends a currency
code to the ECR, if the ECR had also sent a currency code in its request.

ECR response:

ECRA PT
APDU
Control field Length Data block
CCRC APRC
80 00 00

Notes for Top-Up via card-payment:

For Top-Up via card-payment the command Completion only indicates success of the card-payment.
Theoretically the card-payment can be successful but the top-up unsuccessful, which nevertheless results in
a Completion command and not an Abort. The negative-result of the top-up is then only indicated by the cor-
responding contents of the Status-information.

For top-up via card-payment however the command Completion or Abort indicates the result of the top-up.

Recommendation:

Splitting of the two sequences in two separate processes | card-payment (command Authorisation) and top-
up via cash-payment (separate card-payment). This is also meaningful because the customer often not only
the Top-Up but also buys goods at the same time and therefore top-up amount and card-payment amount are
not identical.

2.59 Print Line on PT (06 D1)

If data from the ECR are to be printed on a printer integrated in, or connected to the PT, then the command
APrint Lineo (06 D1) may be used in the reverse direct

This command may only be sent from the ECR if the function is implemented in the PT.
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2.60 Print Text-Block on PT (06 D3)

If data from the ECR are to be printed on a printer integrated in, or connected to the PT, then the command
APrinBl dek® (06 D3 p)themevgrse directians e d i

This command may only be sent from the ECR if the function is implemented in the PT.

2.61 Switch Protocol (08 02)

The command Switch Protocol has the following consequences:
91 the PT disables the ZVT protocol

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
08 02 01 <protocol-type>
Data-block:

1 <protocol-type>: 1 byte. Specifies the protocol to switch to. See Table 15: Definition of <protocol-type>.

Protocol- | Definition
type
01 T=1
02 Serial IFSF

Table 15: Definition of <protocol-type>

The PT always responds with:

PT response:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00

2.62 MAC calculation (06 E5)

This command can be used to calculate a message access code using DUKPT key stored in pinpad.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 E5 XX [D3<key-identifier>] 06<TLV-container>
Data-block:
1 06<TLV-container>: Possible tags are 1F32, 1F33, Fehler! Verweisquelle konnte nicht gefunden wer-
den..
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1 If 1F32 is present this field contains the SMID used for PIN check. The PT shall verify if still the same
SMID is active in the pinpad. If 1F32 is not present a new SMID shall be created.
Response from PT for successful MAC calculation:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 XX 06<TLV-container>
Data-block:

1 06<TLV-container>: Possible tags are 1F32, 1F34.

Response from PT for not successful MAC calculation:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 XX 00

Possible values for APRC:
0x85 | Keyindex missing
OXEC | Processing not possible (SMID mismatch)

A Completion command is not sent.

2.63 Send APDUs (06 C6)

This command provides to the ECR a transparent channel to the card reader. It is possible to combine mulitple
APDUs in one command.

The request APDUs are processed as long the card reader returns response APDUSs. In case of an exceptional
situation (i.e. it does not make sense to continue te APDU processing) the ECR should stop the APDU pro-
cessing and return the response APDUs retrieved till now along with an error code.

To prevent communication timeout violations the ECR should distribute long running APDUs over several

AiSend APDUs® commands or appropriately increase the
ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 C6 XX 06<TLV-container>
Data block:

1 06<TLV-container>: Possible tags are 1F46.
1 Required tags are one or more 1F46 (request APDU).

PT-Response
PT A ECR

APDU
Control field | Length | Data block

© Verband der Terminalhersteller in Deutschland e.V.

t



Terminal-HersTeller

ECR-Interface
Z\/T-Protocol

PAOOPO015 13.08 en.docx

Revision:  13.08
Page 113 of 199

Commands, Bitmaps, Error Messages

CCRC APRC
80 00 XX 06<TLV-container>
Data block:

1 06<TLV-container>: Possible tags are 1F16, 1F17, multiple 1F46 (response APDU corresponding to the
request APDU, same order as in the request), 1F47.

Note:

1 Since this command provides a transparent channel to the card the PT neither checks the responses
from the card nor stops the APDU processing even when a card command failed (in fact the PT does
make any assumptions about positive or negative responses from the card). Thus the ECR is responsi-
ble for bundling the request APDUs into reasonable portions that allow a sound failure processing with-
out messing up the card.

1 Note also the the PT may reject a command for PCI compliance reasons, e.g. a SELECT command for
an application identifier that is not contained on a whitelist.

2.64 Close Card Session (06 C5)

This command is turning off the contactless field.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
06 C5 00
Positive PT-Response
PT A ECR
APDU
Control field Length Data block
CCRC APRC
80 00 00
Negative PT-Response
PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 1E 00

2.65 Card Poll with Authorization (06 E6)

This command is used for starting an authorization and additionally poll for functions cards (e.g. MIFARE). If
a functional card is presented at the reader, the return value of this command is giving information about it.

This command is using the same data blocks as the command Authorization (06 01). This command only
differs in command name and the PT response.

[ECR A PT
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APDU
Control field Length Data block
CLASS INSTR

06 E6 XX [04<amount>] [49<CC>] [19<payment-type>] [2D<track 1 data>]
[OE<expiry-date>] [22<card-number>] [23<track 2 data>]
[24<track 3 data>] [01<timeout>] [02<max. status infos>]
[05<pump no.>] [3A<CVV/CVC>] [3C<additional-data>]
[BA<card type>] [06<TLV-container>]

Data block:

The Data block elements that can be used are the same as described at the authorization command (06 01).

Please consult this chapter for further information.

I 06<TLV-container>: Possible tags are the same as in command Authorization (06 01) and additionally
1F5B, 1F6D.

If a non-payment card has been detected the PT responds with a specific Abort:

PT A ECR
APDU
Control field Length Data block
CCRC APRC
06 1E XX <result-code> [06<TLV-container>]
Data block:

1 The possible result-codes are described in chapter Error-Messages.

9 If the return code is FF, specific information about the error could be found in the TLV tags 1F16 and
1F17.

1 If a non-payment card (e.g. a MIFARE card) has been detected, the result-code 7A is sent. Further infor-
mation about the detected card is provided in the TLV container.

1 06<TLV-container>: Possible tags are 4C, 1F16, 1F17, 1F45, E6 (containing possible tags 1F12, 1F4C,
1F4D, 1F4F, 1F50).

2.66 Other Commands

In response to other commands not described in this specification, or not supported by the PT, the PT always
reacts with an error-message. That means the PT must not support all the commands specified in this docu-
ment; the PT must however respond correctly to commands that are unknown to it.

ECRA PT
APDU
Control field Length Data block
CLASS INSTR
XX XX XX XX
PT response:
PT A ECR
APDU
Control field Length Data block
CCRC APRC
84 83 00
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